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ABSTRACT 

This paper examines the maintenance of trust relationships in a cloud computing environment.  It specifically exam-

ines the impact of trust violations and subsequent attempts to repair the relationship in an environment characterized by mul-

tiple cloud service providers, and switching between providers is permitted.  The paper develops an agent-based simulation 

model to probe the dynamic interaction among multiple cloud service providers and cloud service customers.  The model 

assumes that customers select service providers on the basis of the price and trustworthiness of the services they provide.  In 

the event of a trust violation, which typically involves a breach of contract, customers have the option to switch providers or 

withdraw from the cloud environment altogether.  The nature and extent of the reconciliation effort will also shape the cus-

tomers’ decision.  The model is assembled in a manner that permits varying the number of providers, the number of custom-

ers, the severity of the trust violation, the extent of the remedial action, and the prevailing economic conditions.  This paper 

examines the effect of trust violation severity and remedial action appropriateness, under a variety of economic conditions.  A 

model is executed for a variety of scenarios.  The results indicate that there is a clear interaction effect between trust violation 

severity and economic conditions.  Implications for cloud providers are discussed. 
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INTRODUCTION 

Over the last decade, cloud computing has be-

come an increasingly significant phenomenon.  It has 

been ranked second in critical information technology 

issues for managers [19].  The global market for cloud 

computing is predicted to skyrocket, reaching $241 billion 

in 2020 [27]. It is considered a prime vehicle to facilitate 

IT-Business alignment, combining the benefits of IT effi-

ciency and business agility [21].  Numerous advantages 

can be offered through cloud computing, including econ-

omy of scale, on-demand resource provisioning, and a 

pay-as-you-go billing model [13].  

Cloud computing is rapidly becoming a preferred 

computing architecture for many small to medium enter-
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prises.  Aside from cost savings that accrue from not hav-

ing to run an in-house datacenter, use of a public cloud 

eliminates the travails of operating a datacenter.  This is 

particularly attractive when the enterprise lacks the neces-

sary skills and expertise, and is more appealing in an era 

when security threats to information systems have been 

increasing steadily.  Selection of an appropriate cloud 

provider is based on many factors, including provision of 

appropriate functionality, cost, provider reputation and 

reliability, and long-term stability.  While switching from 

one provider to another is always possible, the frequency 

of switching is expected to be low, given the non-trivial 

start-up costs associated with establishing with a cloud 

service provider.  Nonetheless, effective customer rela-

tionship management becomes crucial for the long-term 

viability of cloud service providers. Although trust has 

been identified as a key component that shapes the char-

acter of customer relationship, the majority of the prior 

research in the trust domain focuses on the establishment 

of initial trust, and does not address the maintenance of 

on-going trust between customer and cloud service pro-

vider. This paper adopts a longer-term aspect to trust, 

viewing it as a relationship that needs to be built and nur-

tured, but can be eroded quickly in the event of a violation 

of that trust.  Given the on-going nature of the relation-

ship, violations of trust can be repaired through the use of 

appropriate remedial action, though the assessment of the 

effectiveness rests solely with the aggrieved party. 

In the case of cloud computing, the aggrieved 

party will almost always be the cloud customer.  It is up 

to the cloud provider to recognize that a violation has 

occurred and offer some remedial action.  The nature of 

violation and remedial action will shape the cloud cus-

tomer’s attitude to on-going trust in the provider.  While 

the relationship is an individual one, involving two par-

ties, in all likelihood, the trust violation will affect several 

customers, e.g. data breach, cloud unavailability, among 

others.  Each customer’s decision is independent, but un-

derstanding the impact at the cloud ecosystem level repre-

sents a more meaningful facet to study.  In order to study 

the market-level effects of trust violation, a dynamic 

strategy is called for, wherein individual customers can be 

modeled.  This research assembles an agent-based model 

that encompasses cloud providers and customers and ex-

amines the impact of varying levels of trust violation, 

remedial action, under a variety of economic conditions.   

The rest of the paper is organized as follows.  

Trust in the cloud computing environment is discussed in 

the next section, in light of trust formation and mainte-

nance, including trust violation and repair.  An agent-

based approach to study the dynamic aspect of trust in a 

market that encompasses multiple providers and custom-

ers is assembled and verified.  The model is then applied 

to a number of scenarios involving trust violation.  The 

results are presented, and implications for cloud providers 

are discussed. 

TRUST IN THE CLOUD 

COMPUTING CONTEXT 

Online Initial and Ongoing Trust 

With the advent of e-commerce, trust has as-

sumed an increasingly important role.  Early studies in the 

field have established definitions and a reliable set of con-

structs [22], devised measurement instruments [23], and 

empirically tested models for trust formation in the con-

text of e-commerce [14]. Subsequently, different forms of 

trust were identified throughout the transactional relation-

ship, namely, initial trust during the establishment of the 

relationship, and ongoing trust with the continued exist-

ence of the relationship [2].  Initial trust refers to trust in 

an unfamiliar trustee, a relationship in which the actors do 

not yet have credible, meaningful information about, or 

effective bonds with each other [4].  Trust, however, plays 

a critical role when the relationship is long term [26]. This 

type of trust characterized as ongoing trust, which is 

formed by a calculus based trust rather than perception or 

initial impression [18].  Knowledge based trust is another 

basis for ongoing trust because ongoing trust develops 

over time with the accumulation of trust-relevant 

knowledge resulting from experience with the other party 

[18].  

Implication of Trust in Cloud Computing 

Unlike the case of e-commerce, where trust is 

transactional-based, the cloud computing context requires 

that trust assume a more long-term orientation.  Trust in 

an e-commerce setting is shaped by individual transac-

tions, and trust violations can be countered by low switch-

ing costs to another vendor.  In the cloud computing case, 

the relationship has a more long-term nature, and switch-

ing costs are far greater.  Nonetheless, trust has to be 

earned and maintained by cloud providers.  Initial trust in 

the cloud computing case represents the trust when a cus-

tomer first considers and assesses a cloud service provid-

er. It involves customer perceptions of cloud services and 

their providers [20]. Factors affecting the initial trust of 

cloud computing include reputation and brand [24]. 

Ongoing trust in the cloud computing context 

represents the customer’s trust that is built upon 

knowledge and calculation from outcomes resulting from 

long-term relationship with the cloud service provider.  It 

is built by the cloud provider fulfilling the expectations 
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set out in the relationship, whether they are explicitly 

spelled out in a service level agreement, or implicit in the 

customer-provider contract.  A number of factors have 

been identified as contributing to degrading ongoing trust 

in the cloud computing context.  These include blurred 

trust boundary in a cloud system (e.g. confidential infor-

mation may be processed outside the known trust areas), 

data handling not in compliant with laws and regulations, 

the loss of control in data throughout its lifecycle, inap-

propriate use of data along the processing chain, among 

others [24], all of which represent issues relating to secu-

rity management.  Not surprisingly, security and privacy 

are ranked as one of the most important factors affecting 

trust in cloud computing [30]. 

Trust Violation and Rebuilding Trust 

Trust violations represent a breach of the cus-

tomer-provider contract, whether explicit or implicitly 

stated.  These include problems relating to pricing, avail-

ability, confidentiality, access, reliability, and integrity, 

among others.  They can be manifested in several ways, 

including price changes, overcharges, unauthorized data 

access, data corruption and erasure, resource unavailabil-

ity, data spillage, data breaches, account hacking, extor-

tion, and a host of other manifestations.  These trust viola-

tions lead to lower knowledge and calculus based trust, 

and tend to degrade ongoing trust. The magnitude of of-

fense severity (significance of trust degrading incidents) 

together with reconciliation tactics (correction strategies 

by cloud service providers) shape not only the next stage 

of ongoing trust in cloud customer and service provider 

relationship, but also the likelihood of trust rebuilding 

[17]. A process view of trust violation and reconciliation 

is presented in Figure 1, as adapted from [17]. 

 

 
 

Figure 1:  Trust Violation and Reconciliation Process 
 

 

Reconciliation is a precedent to restored trust 

[29]. The offender needs to take the lead in initiating rec-

onciliation procedure in order to successfully restore de-

graded trust [28].  Echoing Lewicki and Bunker [17]’s 

framework of reconciliation, Boyle and Panko [7] pre-

sented a three-step approach for remedial action when 

security breaches occur.  This includes making an official 

apology that acknowledges responsibility, communicating 

complete details of the violation, and spelling out the de-

tails on actions that will be taken to compensate the dam-

ages incurred by the cloud customers. A broad range of 

reconciliation tactics are available, including clear defini-

tion of trust boundary in a cloud ecosystem, stricter com-

pliance with regulations in data handling, the complete 

control of data throughout its lifecycle, tangible assurance 

of proper use of data along the processing chain, to name 

a few [24]. 

Differences in the Cloud Computing Context  

Though the nature of the contract in the cloud 

computing context is still between two parties, the cus-

tomer and provider, the manifestation of trust violations 

and their repair are quite different from an interpersonal 

trust relationship.  It is unlikely that a provider will single 

out a customer for treatment that degrades ongoing trust.  

Rather, a violation is likely to affect a large number of 

customers simultaneously.  A data breach for example, 

will likely affect several customers.  Unavailability of the 

site will undoubtedly affect many more.  Another key 

difference is that in some cases the violation may not be 
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recognized as having occurred for an extended period, by 

both provider and customer. However, once the activity 

that constitutes the trust violation is discovered, it is in-

cumbent on the provider to disclose this to the customers, 

and offer a remedy in case of harm to the customer.  An-

ecdotal evidence in the Target and Yahoo cases suggests 

that providers are reluctant to disclose this, often denying 

or failing to acknowledge the problem.  This invariably 

results in degraded trust, and a perception that the provid-

er is not being transparent, and therefore not offering a 

meaningful remedy.  The passage of time between the 

event and its discovery increases the possibility and mag-

nitude of harm that can befall the customer.  Yet another 

difference is the potential inability to repair the damage 

done through the trust violation.  For example, a data 

breach involves a spill that cannot be undone.  Data that is 

lost or corrupted through an attack may not be completely 

recoverable.  Site unavailability represents a loss that may 

not be easily remedied.  These differences point to the 

need to adopt a more nuanced approach to modeling the 

trust violations and their remedial actions. 

METHODOLOGY AND CLOUD 

TRUST LIFECYCLE MODEL 

The conventional social science research meth-

odology, in all likelihood, will be inadequate to explore 

the dynamic aspect of the trust lifecycle in cloud compu-

ting.  While the methodology is strong in areas of investi-

gating cause and effect relationships in controlled envi-

ronments, it requires intervention and observation in real 

world settings.  The ability to examine the impact of dif-

ferent interventions under a variety of scenarios is often 

impractical, particularly with emerging technologies.  

Accordingly, a modeling based approach, that permits 

systematic variation of variables of interest, under a varie-

ty of controlled scenarios, would be better suited to un-

derstanding the dynamic effect of trust in the cloud com-

puting environment.  To this end, a design science ap-

proach will be employed as the principal research meth-

odology. A core aspect of the design science methodology 

is the adoption of an IT artifact that can be studied under a 

variety of conditions.  In this research, a simulation model 

will be adopted to assess the impact of trust in the cloud 

computing environment.  Several options are available for 

the simulation model, including discrete event simulation, 

continuous simulation, agent-based modeling, and system 

dynamics, among others.  Given that the cloud environ-

ment is composed of a number of independent and inter-

acting decision makers, in this case providers and cus-

tomers, the most appropriate approach is an agent-based 

approach. 

Agent-based modeling is a form of computation-

al simulation that permits the study of phenomena over 

time by modeling the individual actors in the simulation 

context [5] and is a technique used to generate a simpli-

fied representation of social reality [15]. Agents represent 

entities in the system with the ability to function autono-

mously.  Candidate agents in this case include customers, 

providers, regulators, competitors, and the like.  A review 

of previous literature forms the basis for identifying key 

agents and their behavior.  Once the behavior of an indi-

vidual agent is programmed, it becomes important to as-

sess the effectiveness of their logic, not as independent 

operators, by as interacting operators.  This process of 

calibration and testing in essence forms a behavioral pre-

production test. The model is then tested for both struc-

tural robustness and behavioral reproduction. Subsequent 

stages involve scenario development, analysis of simula-

tion outcomes, and interpretation of results. In this re-

search, the modeling and simulation were conducted us-

ing NetLogo, currently one of the most popular agent-

based simulation platforms. The user interface of cloud 

trust lifecycle model is presented in Figure 2.  

The conventional social science research meth-

odology, in all likelihood, will be inadequate to explore 

the dynamic aspect of the trust lifecycle in cloud compu-

ting.  While the methodology is strong in areas of investi-

gating cause and effect relationships in controlled envi-

ronments, it requires intervention and observation in real 

world settings.  The ability to examine the impact of dif-

ferent interventions under a variety of scenarios is often 

impractical, particularly with emerging technologies.  

Accordingly, a modeling based approach, that permits 

systematic variation of variables of interest, under a varie-

ty of controlled scenarios, would be better suited to un-

derstanding the dynamic effect of trust in the cloud com-

puting environment.  To this end, a design science ap-

proach will be employed as the principal research meth-

odology. A core aspect of the design science methodology 

is the adoption of an IT artifact that can be studied under a 

variety of conditions.  In this research, a simulation model 

will be adopted to assess the impact of trust in the cloud 

computing environment.  Several options are available for 

the simulation model, including discrete event simulation, 

continuous simulation, agent-based modeling, and system 

dynamics, among others.  Given that the cloud environ-

ment is composed of a number of independent and inter-

acting decision makers, in this case providers and cus-

tomers, the most appropriate approach is an agent-based 

approach. 

Agent-based modeling is a form of computation-

al simulation that permits the study of phenomena over 

time by modeling the individual actors in the simulation 

context [5] and is a technique used to generate a simpli-
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fied representation of social reality [15]. Agents represent 

entities in the system with the ability to function autono-

mously.  Candidate agents in this case include customers, 

providers, regulators, competitors, and the like.  A review 

of previous literature forms the basis for identifying key 

agents and their behavior.  Once the behavior of an indi-

vidual agent is programmed, it becomes important to as-

sess the effectiveness of their logic, not as independent 

operators, by as interacting operators.  This process of 

calibration and testing in essence forms a behavioral pre-

production test. The model is then tested for both struc-

tural robustness and behavioral reproduction. Subsequent 

stages involve scenario development, analysis of simula-

tion outcomes, and interpretation of results. In this re-

search, the modeling and simulation were conducted us-

ing NetLogo, currently one of the most popular agent-

based simulation platforms. The user interface of cloud 

trust lifecycle model is presented in Figure 2. 

 

 
 

Figure 2:  Cloud Trust Lifecycle Model 
 

 

The model was developed using the Dynamic 

Security–Trust lifecycle model as a basis [11]. The Dy-

namic Security-Trust lifecycle model is equipped with the 

fundamental features, capturing the role of trust in dy-

namic interactions between e-commerce vendors and cus-

tomers. An extensive series of modification, recalibration, 

and extension has been performed to ensure that the mod-

el truly reflects the cloud computing industry.  The origi-

nal Dynamic Security-Trust lifecycle model comprises a 

single provider and multiple customers to investigate trust 

in the e-commerce market. However, this approach is a 

little simplistic, and not truly representative of the cloud 

computing ecosystem. In this case, it is necessary to mod-

el multiple cloud providers, with the understanding that 

switching is possible in the case of broken trust, though it 

entails non-significant costs.  As illustrated in Figure 2, 

the population of both cloud service providers and cus-

tomers are now user-adjustable. It allows decision makers 

to simulate different market conditions where multiple 

cloud service providers interact with many customers. 

Accordingly, cloud services are available at various price 

points from multiple service providers. Information on 

two critical factors affecting the choice of cloud service 

provider, namely, price and trustworthiness is available to 

all potential cloud customers in the model.  

Price is mainly determined by economic factor, a 

user-input variable to represent overall economic perfor-

mance in industry. Growing economies involve short term 
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disparities between available supply and increasing de-

mand, thereby triggering a price increase.  As a result, 

there are noticeable impacts on the market share of each 

cloud provider.  Although overall price index follows the 

trend mandated by economic factor, individual prices are 

chosen by the model at the time of running the simulation.  

Another critical piece of information to deter-

mine the choice of cloud service provider is trustworthi-

ness.  This is determined based on the combination of 

initial and ongoing trust for a specific cloud service pro-

vider. The initial value of trustworthiness at the beginning 

stages of simulation runs exclusively represents initial 

trust, and is shaped primarily by the customer’s percep-

tions of cloud services and their providers [20]. The typi-

cal basis for these perceptions include reputation and 

brand [24]. As the simulation progresses, trustworthiness 

is degraded or strengthened as ongoing trust assumes a 

more prominent role.  The sources of ongoing trust degra-

dation includes data transactions outside of known cloud 

trust boundary, non-compliant data handling, the loss of 

control in data handling, inappropriate use of data, and 

any incidents related to mismanaged security and privacy 

[24;  30]. 

An individual cloud service provider’s attrac-

tiveness is determined by the price of its offered cloud 

service and trustworthiness. When the cloud service pro-

vider’s attractiveness exceeds an individual customer’s 

psychological throughput, the customer enters into a con-

tractual relationship with a specific cloud service provid-

er. Once subscription is initiated, a mutual commitment is 

formed between the cloud service provider and the cus-

tomer for the given cloud service in the scenario. The 

relationship remains in force as long as the customer is 

satisfied with the services provided.  In the event of an 

offense that represents a breach of trust, the overall trust-

worthiness of the provider degrades to some extent.  As 

long as the provider’s trustworthiness is above a specific 

threshold, the relationship continues.  The model permits 

the user to set an average level of trustworthiness, but 

specific decisions by individual customers are shaped by 

conditions during the simulation, representing the ability 

of individual customers to behave independently.  The 

attractiveness can degrade over time as price or trustwor-

thiness changes. In a growing economy, the price increas-

es accordingly. This has an adverse effect on the attrac-

tiveness of a provider. Eventually, price increases will 

decrease the market share of individual providers by re-

ducing their attractiveness. Trustworthiness, another criti-

cal component of attractiveness, degrades significantly 

due to trust offense related to the known cloud trust 

boundary, data handling compliance, control/authorship 

of data handling, or security/privacy breaches. Depending 

on the level of offense severity, the degradation of trust-

worthiness can become critical enough to push the overall 

attractiveness below the customer’s threshold.  The aver-

age offense severity in cloud computing economy is a 

user-input; however, the level of severity in each inci-

dence in the simulation is set by the model.  

A successful long-term relationship can be 

achieved through proper pricing strategies and trust man-

agement by cloud service providers. This research focuses 

more on ongoing trust management. It is accomplished by 

maintaining proper security control, appropriate security 

policy, incidence responses, privacy management, trust 

network management, implementation of data processing 

compliance mechanism. When a trust offense occurs, 

leading to degraded trustworthiness, a reconciliation pro-

cess (trust rebuilding strategies) to restore trust for the 

cloud service provider is critically needed. The process 

involves the aforementioned theoretical trust rebuilding 

procedure for ongoing trust, corrective actions to correct 

the major source of trust violation.  This could include 

ensuring that confidential information is processed within 

the clear boundary of trust in the cloud ecosystem, im-

plementing policies to comply laws and regulations, im-

provements in privacy and security protection, and the 

like. The magnitude of reconciliation strategies lies on the 

effectiveness of these actions. The effectiveness is adjust-

able by the model users. Once again, however, individual 

effectiveness will be randomly set by the model. Recon-

ciliation strategy will eventually rebuild trustworthiness 

and push the attractiveness over the threshold if it is effec-

tive enough. Economic factor and relevant price, howev-

er, can intervene the trust rebuilding procedure in the 

model. Such intervening effect can be extensively scruti-

nized in simulation analysis. 

The model incorporates two breeds (categories) 

of agents, namely, cloud service providers and cloud cus-

tomers. As depicted in Figure 2, cloud shaped agents rep-

resent cloud service providers while person shaped agents 

represent customers. Blue colored customers signify cus-

tomers without committed cloud service subscriptions. On 

the other hand, red colored customers represent customers 

who are currently subscribing to one of cloud services 

offered by the providers in the model. The cloud provider 

behavior is shaped by several variables – price, offense 

severity, trustworthiness, and attractiveness.  The price at 

the start of the simulation is determined by the overall 

economic conditions.  Initially, all providers have the 

same level of attractiveness.  However, since ongoing 

trust is managed differently for each provider, the values 

of trustworthiness diverge over the simulation.  When a 

trust-breaking event occurs, the offense severity specifies 

how critical it was.  Offense severity is initially zero for 

all providers, but as time goes by the industry average 

parameter starts to shape the overall level of trustworthi-
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ness.  Examples of functions and variables utilized in the 

model are listed in Table 1. 

 

Table 1:  Model Method and Variable  

Description 
 

Variable/method Function structure Limits 

Assign-price 

Random-near ( 

ln(economic condi-

tions)) 

0 – 50 

Assign-

attractiveness 
f(price, trustworthiness) 

No 

limit 

Assign-

attractiveness-

throughput 

User input 1 – 100 

Assign-

reconciliation-

effectiveness 

User input 0 – 0.1 

Trustworthiness 

Initially 50 at the be-

ginning of simulation 

run 

No 

limit 

nCustomer (i) 
Number of customers 

for provider(i) 
0 – 250 

nProvider Number of provider 0 – 250 

Offense severity User input 0 – 10 

Economic condi-

tions 

{shrinking, steady-state, 

growing} 
2 – 100 

 

MODEL VALIDATION AND 

SCENARIO ANALYSIS 

Pilot Test under Moderate Economic Condi-

tions 

The initial validation of current version is ac-

complished through a behavioral reproduction test.  In 

this case, the simulation outcomes are compared to histor-

ical real-world data.  Three scenarios were used to devel-

op a robust model.  In the pilot assessment, no reconcilia-

tion tactics are applied so as to better understand the im-

pact of offense severity.  The experimental scenarios are 

described in Table 2, and the results appear in Figure 3. 

 

Table 2:  Pilot Scenarios for Trust Offense Se-

verity in a Steady-State Economy  
 

Scenario 
Offense  

Severity 

Economic  

Conditions 

Pilot Scenario 1 Low Steady-state 

Pilot Scenario 2 Medium Steady-state 

Pilot Scenario 3 High Steady-state 

 

 
 

Figure 3:  Trust Offense Severity Effect in a Steady-state Economy 
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The graph represents the number of cloud service 

subscribing customers at different levels of trust offense 

severity in a steady-state economy.  The steady-state 

economy is not characterized by any expansion or con-

traction.  It is a dynamic economy that involves entry of 

new and innovative firms, as well as sun-setting of older 

firms [12].  It is different from a stagnant economy, 

wherein the economic policies adopted to stimulate 

growth have failed.  In a steady-state economy, customers 

have choices and can engage in switching behavior, if 

appropriate.  In situations where the offense severity is 

low, customers initially stay with the providers.  Howev-

er, if the behavior persists over a long period, trust even-

tually degrades, and customers pull away from cloud 

computing as a viable alternative.  If the offense severity 

increases, e.g. more conspicuous hacking and data spill-

age, then relatively few customers elect to use cloud com-

puting as an alternative, and the cloud computing industry 

fails to gain traction.  Given that this is a steady-state 

economy, customers will have resources at their disposal, 

which makes them less dependent on cloud providers to 

curtail computing costs.  At very high levels of offense 

severity, e.g. widespread and well publicized hacking and 

data breaches, the industry faces an uphill battle to even 

establish itself, and peters out relatively quickly.  The 

patterns in each scenario clearly illustrate that the model 

reflects expectation and demonstrates that it is functioning 

properly. It partially fulfills the behavioral reproduction 

test. 

Extended Pilot Test under Varying Economic 

Conditions 

The results from the previous section serve to 

demonstrate that the model can reproduce the expected 

reality at different levels of trust offense severity. Howev-

er, further structural robustness and behavioral reproduc-

tion tests need to be conducted under different economic 

conditions since the initial pilot test addresses a steady-

state economy only.  A set of extended pilot test scenarios 

are developed and presented in Table 3. 

 

Table 3:  Trust Offense Severity under Various 

Economic Conditions  
 

Scenario Offense Severity Economic Conditions 

Scenario 1 Low Growing 

Scenario 2 Medium Growing 

Scenario 3 High Growing 

Scenario 4 Low Shrinking 

Scenario 5 Medium Shrinking 

Scenario 6 High Shrinking 

 

A growing economy is characterized by several 

aspects, including aggregate growth, exhibited by high 

rates of growth per capita and productivity, coupled with 

structural transformation, including shifts from traditional 

industries to new industries [16].  The growth needs to be 

sustained, and not fleeting or momentary in nature.  A 

shrinking economy, on the other hand, is characterized by 

a reduction is gross domestic product.  Typically, it in-

volves a reduction in consumption as well as domestic 

product, higher unemployment, and a concomitant in-

crease in government spending.  In the cloud computing 

context, a growing economy offers more choices for the 

customers, while the shrinking economy will be charac-

terized by very few cloud providers.  In an effort to un-

derstand the role of economic conditions on the cloud 

computing market in the wake of trust breaches, several 

scenarios were simulated at varying levels of offense se-

verity.  As before, no reconciliation effort was attempted, 

so as to isolate the effect of offense severity.  The results 

are presented in Figure 4 and 5. 
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Figure 4:  Trust Offense Severity Effect in Growing Economy 
 

 

 
 

Figure 5:  Trust Offense Severity Effect in Shrinking Economy 
 

 

The growing economy reflects the steady-state 

economy to a large extent, except that the observed ef-

fects are a little more pronounced.  Once again, the grow-

ing economy is indicative of a situation where the cus-

tomers have resources at their disposal, and are not de-

pendent on cloud providers to offer savings in data center 

operating costs.  It also drives home the point that breach-

es of trust have a clear and prominent effect in a growing 

economy. 

Scenarios involving a shrinking economy display 

a considerably different pattern.  In all cases, the cloud 

economy is able to garner a large number of customers in 
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the early stages of the simulation.  This reflects the need 

to use cloud-based solutions as a means of keeping com-

puting costs down.  For situations involving minor trust 

violations, customers are willing to give the providers the 

benefit of the doubt, and continue with the use of cloud-

based computing as an alternative to in-house data cen-

ters.  However, as the offense severity increases, custom-

ers begin to rethink the relationship.  For sustained trust 

breaches, customers elect to drop the subscription rela-

tionship.  However, in the case of serious offenses, the 

degradation of trust is immediate, and the fall-off in cus-

tomers is precipitous.  This indicates that the expected 

savings through the use of cloud computing is not enough 

to offset the degradation in trustworthiness This is a sig-

nificant result, indicating that customer behavior is not 

consistent across different economic conditions. 

Another obvious observation in Figure 5 is that 

the number of cloud service subscribers reaches almost 

the same level regardless of the magnitude of trust offens-

es before any changes are made. This is a contrasting pat-

tern from cases under medium or flourishing economy 

where scenarios involving more severe trust violations 

lead to considerably lower participation in the cloud 

economy.   

These two sets of simulations indicate that the 

model is reasonably robust and can represent the reality of 

cloud industry under a variety of different conditions. The 

model will be used to evaluate the effectiveness of recon-

ciliation tactics in the face of a trust violation.  

Scenario Analysis 

The simulations described so far illustrate that 

trust, once broken, will not repair on its own, leading to 

an unsuccessful cloud economy in almost all cases.  

Clearly, cloud providers cannot simply stick their heads in 

the sand and expect that customers will flock back, on the 

assumption that customers have no other feasible alterna-

tive.   Customers need to safeguard their data, and pro-

longed exposure through hacking and data breaches will 

trigger an exodus.  Providers need to take some actions 

that indicate acknowledgement and reconciliation.  Rec-

onciliation can range from an acknowledgement and a 

promise to do better in the future, to gestures involving 

financial compensation.  Ideally, the reconciliation will 

match the extent of the trust violation.  The extent of rec-

onciliation will shape the propensity of customers to re-

turn to the cloud economy.  The new set of simulations 

examines the impact of three levels of reconciliation tac-

tics in the face of trust violations.  The scenarios are de-

scribed in Table 4, and the results depicted in Figure 6. 

 

Table 4:  Reconciliation Effectiveness in a 

Steady-state Economy  
 

Scenario 
Reconciliation 

Effectiveness 

Economic 

Conditions 

Offense 

Severity 

Scenario 1 Low Steady-state Medium 

Scenario 2 Medium Steady-state Medium 

Scenario 3 High Steady-state Medium 

 

 
 

Figure 6:  Effect of Trust Rebuilding Strategies 
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The graph illustrates the number of cloud service 

subscribing customers at different levels of trust rebuild-

ing strategies implemented to correct trust violations. In 

the earlier stages of simulation runs, the curves in all the 

scenarios closely follow the pattern of pilot test cases 

shown in the previous figures. The number of subscribers 

initially increases as simulation progresses.  However, the 

onset of trust violations causes customers to abandon their 

relationship with the providers.  At this point, different 

trust reconciliation actions are employed, and the effect 

on the customer population is depicted.   

The three levels of trust rebuilding strategies 

(each consists of reconciliation process, remedial correc-

tion activity for data handling, and general securi-

ty/privacy management) attempt to rectify the trust viola-

tion. If a minor reconciliation effort is attempted, it proves 

to be wholly unsuccessful in enticing customers to sign up 

again.  This illustrates the need for a match between the 

trust violation and the degree of reconciliation offered.  In 

this case, the trust violation is of a medium magnitude, 

and the reconciliation effort is low.  Customers will per-

ceive this to be an inadequate response, and hence not 

reengage with the cloud providers.  On the other hand, if a 

more suitable reconciliation action is proffered, there is a 

greater likelihood that the customers will reengage, as 

illustrated in the figure.  In the case of overly generous 

reconciliation efforts, the extent of reengagement is the 

same, but will occur sooner.  The decision as to which 

tactic to adopt remains a subjective one.  The overly gen-

erous reconciliation approach will cause earlier reen-

gagement of customers, leading to a larger revenue 

stream, and possibly more loyal customers.  This has to be 

traded off against the greater cost incurred during recon-

ciliation.  On the other hand, the more moderate reconcil-

iation efforts will entail reduced up-front costs, but will 

reach the same results in terms of total number of reen-

gaged customers, albeit at a slower rate.  This involves an 

initial tradeoff in lost revenue, but that may be acceptable 

in the long run.  

DISCUSSION AND MANAGERIAL 

IMPLICATIONS 

The simulations provide an illustrative backdrop 

for the role of trust in the decision making in the cloud 

computing adoption process.  In essence, there are five 

decision points – three for the customer, and two for the 

provider, though some of these may be involuntary and 

not within the complete control of the decision maker. 

The first decision is for customers to engage with 

the cloud providers.  There are several factors that are 

relevant to the decision, including the need for computing 

capability, the availability of in-house computing, the 

relative cost of in-house computing vis-à-vis cloud com-

puting, the reputation of the providers, among others.  

This decision is driven by the initial trust formed by the 

customer in the provider.  The decision will occur at dif-

ferent points in time for various customers, and will entail 

different thresholds.  Customers will engage with differ-

ent cloud providers, based on their relative attractiveness. 

The second decision point is that of the trust vio-

lation, on the part of the cloud provider. In all likelihood, 

this is an involuntary event, though it is often attributable 

to a conscious decision made earlier.  Thus, for example, 

hacking and data breaches are the result of inadequate 

security deployed by the provider. The recent spate of 

ransomware attacks stem from decisions to not patch old 

operating systems.  It is conceivable, but unlikely, that the 

trust violation is a conscious decision on the part of the 

cloud provider, e.g. violations of the terms of the contract, 

price increases, service reductions, and the like.  At this 

stage, it is on-going trust that is being eroded by the viola-

tion.  It is the magnitude of the trust violation that will 

determine the extent of customers disengaging from the 

cloud economy.  In all cases, the greater the offense se-

verity, the sooner the customers will disengage.  Even 

small trust violations will cause customers to disengage. 

The third decision is the act of disengaging or 

continuing to engage with the cloud provider in the face 

of trust violations.  The customer determines if the trust 

violation is serious enough that the costs of further expo-

sure will outweigh the benefits of continuing to use the 

cloud provider.  Once again, this is an individual decision, 

and different customers will arrive at independent out-

comes, and at varying points of time.  Clearly the magni-

tude of the offense severity will have a major impact on 

the decision, with higher levels of offense severity leading 

to faster and greater abandonment by customers.  In the 

trust context, this is a case of broken trust, and is shaped 

by the trustworthiness of the provider relative to a cus-

tomer specific threshold.  This decision is also dependent 

on prevailing economic conditions, wherein customers in 

a shrinking economy are more reluctant to disengage from 

their cloud provider, whereas steady-state and growing 

economies prompt more flight. 

The next decision represents the reconciliation 

tactics to be adopted by the cloud provider.  This repre-

sents an effort to rebuild the broken trust. The simulations 

indicate that doing nothing is not an option, since the 

number of engaged customers is eventually driven down 

to zero under all levels of offense severity.  However, if 

inadequate remediation tactics are employed, there is no 

reengagement from the customer.  From a strictly eco-

nomic perspective, this approach can be dispensed with, 

since it only entails costs, with absolutely no benefit in 
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terms of reengaged customers.  The cloud provider may 

as well not offer any reconciliation effort, since it results 

in the same level of customer reengagement.  The moder-

ate and aggressing reconciliation efforts both result in 

restored trust, though the speed at which customers reen-

gage is different.  Cloud providers need to trade off the 

increased cost of aggressive reconciliation tactics with the 

increased short-term revenue, and the potentially greater 

loyalty among customers.  It should be borne in mind that 

these findings are relative and not absolute, i.e. the nature 

of reconciliation should match the level of offense severi-

ty.  Thus, low levels of reconciliation tactics may be ade-

quate when the trust violations are minor, and moderate 

reconciliation tactics may be inadequate for severe trust 

violations. 

The last decision point is that of the customer de-

termining to reengage in light of the reconciliation efforts 

on the part of the cloud provider.  As before, this is an 

individual decision that is shaped by the nature of the trust 

violation, the adequacy of reconciliation effort, the rela-

tive price of the cloud services, and the demand for ser-

vice, among others.  This decision addresses whether to 

restore the trust relationship, and represents repaired trust 

if the relationship is resumed.  The decision as to when 

and under what circumstances to reengage remains an 

independent decision, and will occur at different points in 

time, and with different providers for different customers. 

CONCLUSIONS 

This research examines the role of trust in the 

cloud computing environment.  It characterizes trust as 

something that needs to be earned, that can be lost 

through a violation, but can be restored through appropri-

ate reconciliation.  It develops an agent-based model to 

simulate the phenomenon.  The model was validated 

through a series of simulations under a variety of condi-

tions.  The role of offense severity, and trust rebuilding 

strategies, under different economic conditions were ex-

amined to elicit useful implications for managers at cloud 

service provider firms. 
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