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ABSTRACT 

Two concepts describe the autonomous deployment of IT by business entities: Shadow IT and Business-managed 

IT. Shadow IT is deployed covertly, that is, software, hardware, or IT services created/procured or managed by business 
entities without alignment with the IT organization. In contrast, Business-managed IT describes the overt deployment of IT, 

that is, in alignment with the IT organization or in a split responsibility model. The purpose of this paper is to extend the 

conceptual understanding of Shadow IT and Business-managed IT, comparing the perceptions of 29 CIOs and senior IT 

managers with the results of a systematic literature review. By doing so, this paper presents a structured and comprehensive 

view of causing factors, outcomes, and governance of Shadow IT and Business-managed IT in practice. A comparison of 

academic literature and practitioner perceptions reveals the limitations and gaps of the current research and highlights ave-

nues for future research. The authors find three category-spanning themes occurring as causing factors, outcomes, and—as 

part of governance measures—factors to improve the IT organization: (1) (Poor) business-IT alignment (2) (lack of) agility, 

and (3) (lack of) policies. This study is innovative with its comprehensive qualitative interview data that the authors compare 

to the existing literature. Therefore, the paper brings together theoretical and practical insights into Shadow IT and Business-

managed IT, which should aid practitioners and scholars in decision making and future research. 
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INTRODUCTION 

Shadow IT describes the autonomous develop-

ment/procurement or management of software, hardware, 

or IT services (incl. SaaS, PaaS, IaaS) by business units 

(BUs), that is, individual users, business workgroups, 

departments, or divisions, without alignment with the IT 

organization (Kopper et al. [56]; Zimmermann and Ren-

trop [109]). With the term IT organization, we refer to 
internal IT organizations, for example, company-internal 

IT departments (Klotz et al. [51]). Shadow IT is a wide-

spread phenomenon in practice (Kopper [54]). Segal [88], 

for example, finds that 80% of employees use software 

unapproved by the IT organization, and Gartner [33] 

estimates that 38% of technology purchases are managed, 

defined, and controlled by business leaders. However, 

CIOs vastly underestimate the true extent of Shadow IT 

usage in companies (Corbin [21]).  

As defined, Shadow IT manifestations are covert 

(Ferneley [26]) from the organizational IT management. 

This changes as soon as Shadow IT instances become 
visible (Klotz et al. [51]), for example, due to monitoring 

(Buchwald et al. [15]). Kopper et al. [56] have introduced 

a conceptual model to differentiate between covert (hid-

den) Shadow IT and overt (visible) Business-managed IT. 

Accordingly, Shadow IT and Business-managed IT share 

the characteristic that IT task responsibility usually lies 

with the BU (except for Shadow IT within the IT organi-

zation itself). In contrast to Shadow IT, Business-

managed IT is (overtly) part of the organizational IT 

management (Kopper et al. [55]; Kopper et al. [56]). 

Therefore, Business-managed IT is defined as the auton-
omous and overt development/procurement or manage-

ment of software, hardware, or IT services (incl. SaaS, 

PaaS, IaaS) by BUs either in alignment with the IT organ-

ization or in a split responsibility model (Kopper et al. 

[55]; Kopper et al. [56]).  

The differentiation between Shadow IT and 

Business-managed IT yields implications for governance 

practices as the overtness of Business-managed IT in-

stances enables further governance mechanisms (Klotz et 

al. [51]). However, this differentiation is currently not 

made in discussions around the phenomena (Kopper et al. 
[56]). Klotz et al. [51] have addressed this research gap 

with a review of the academic literature of the two phe-

nomena and discuss the differentiation of 34 research 

themes for Shadow IT and Business-managed IT. Howev-

er, the lens of practitioners on the two phenomena is still 

missing in current literature, and there is a potential gap 

between academic research and practitioner perceptions, 

as discovered in several IS research streams (Marrone and 

Hammerle [68]; Ramiller and Pentland [81]). Hence, we 

aim to contribute to a more nuanced understanding of and 

a discussion around Shadow IT and Business-managed IT 

from an integrated perspective that includes the scholarly 

as well as the practitioner lens. By doing so, we build a 

basis for discussions and develop a research agenda (Mar-

rone and Hammerle [68]). Therefore, we pose the follow-
ing research question: Which practitioner perceptions 

exist concerning Shadow IT and Business-managed IT, 

and how do these relate to the research themes in existing 

academic literature?  

Our results are relevant for both scholars and 

practitioners. Researchers can use them to get a better 

conceptual understanding of Shadow IT and Business-

managed IT and to focus their research on the identified 

research gaps, for example, on research themes with high 

practitioner interest but low coverage in academic litera-

ture. Building on the framework and the identified 

themes, practitioners can gain a broader understanding of 
the two phenomena. They can make better strategic deci-

sions about IT governance and the distribution of IT task 

responsibilities. 

This paper is structured as follows: First, we 

provide an overview of the literature building on a 

framework of causing factors, outcomes, and governance. 

By doing so, we also conceptualize the phenomena of 

interest. After that, we give a brief methodological over-

view. Then, we present the results of the practitioner 

interviews in an extended framework of causing factors, 

outcomes, and governance and detail each of the themes. 
Subsequently, we discuss the differences between aca-

demic and practitioner perceptions. Finally, we conclude 

with a summary of the paper, remarks on its contribu-

tions, limitations, and avenues for future research. 

CONCEPTUALIZATION AND 

RELATED WORK 

The existing research on Shadow IT and Busi-

ness-managed IT can be structured in a framework of 

causing factors, outcomes, and governance (Haag and 

Eckhardt [40]; Klotz et al. [51]; Kopper and Westner 

[57]). Within this paper, we build on the rigorous (vom 

Brocke et al. [100]) and systematic (Webster and Watson 

[104]) literature review by Klotz et al. [51] who reviewed 

107 literature items on Shadow IT and Business-managed 

IT and their resulting framework. Figure 1 illustrates the 
framework structure (see Figure 3 for the full and extend-

ed framework). For causing factors, we distinguish the 

subcategories enablers, motivators, and missing barriers. 

Shadow IT and Business-managed IT is enabled by user-

friendly IT solutions (Ferneley [26]) and the resulting 

simplified technical accessibility as well as the increasing 
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IT user competence in business entities (Ortbach et al. 

[75]; Spierings et al. [95]; Spierings et al. [96]). Further-

more, the deployment or procurement of Shadow IT and 

Business-managed IT is motivated by non-alignment of 

the IT organization and BUs (Khalil et al. [49]), short-

comings of existing IT systems (Fürstenau et al. [32]), or 

the motivation of employees and the behavior of peers 

(Haag and Eckhardt [39]). Moreover, lacking restrictions 

(Silic and Back [90]) and awareness (Dittes et al. [24]) 

can be missing barriers to prevent Shadow IT usage. 

 

Governance

Outcomes

Causing 

factors
Enablers (E) Motivators (M) Missing barriers (MB)

Benefits (B) Risks/shortcomings (R)

General governance for Shadow IT 

and Business-managed IT (GG)

Instance governance for overt 

Business-managed IT (IG)

 
 

Figure 1: Framework Structure for Causing Factors, Outcomes, and Governance of Shadow IT and 

Business-managed IT based on Klotz et al. [51]  
 

 

Because Shadow IT and Business-managed IT 

can have positive and negative outcomes, we differentiate 

the benefits and risks/shortcomings of Shadow IT and 

Business-managed IT. On the one hand, Shadow IT and 

Business-managed IT are generally associated with bene-

fits such as increased productivity (Ahuja and Gallupe 

[1]), innovation (Fürstenau and Rothe [28]), or agility 

(Khalil et al. [49]). On the other hand, literature has also 

emphasized risks/shortcomings which are more apparent 
for Shadow IT, as the higher transparency of overt Busi-

ness-managed IT enables better mitigation of these in 

comparison to Shadow IT (Kopper et al. [55]; Kopper et 

al. [56]). In brief, researchers commonly highlight securi-

ty risks (Haag and Eckhardt [38]), integration issues 

(Kopper et al. [58]), or inefficiencies and loss of synergies 

(Györy et al. [35]) as potential adverse effects. Khalil et 

al. [49] noticed a different perception of Shadow IT in the 

form of cloud services between business and IT manag-

ers: “While the business group particularly emphasizes 

the benefits generated by cloud technology (total frequen-

cy of 19), the IT managers group has less focus on bene-
fits (freq. of 9)” (Khalil et al. [49, p. 8]). However, “IT 

managers put more emphasis on the threats related to 

cloud computing (total freq. of 25) than the business man-

agers (total freq. of 6)” (Khalil et al. [49, p. 9]). 

The overtness of IT instances fundamentally af-

fects the governance of Shadow IT and Business-

managed IT (Klotz et al. [51]). That is, general govern-

ance measures exist for Shadow IT and Business-

managed IT, which can be applied regardless of their 

“visibility” (overt or covert); however, for overt Business-

managed IT instances, also more specific governance 

measures exist. General governance measures include 

policies regulating IT usage in BUs (Behrens [6]), in-

creasing awareness, for example, through training (Haag 

[36]), the resolving of IT gaps (Walterbusch et al. [101]), 

or the monitoring and identification of instances (Röder et 

al. [86]). For (overt) Business-managed IT instances, 

more specific governance measures exist. That is, trans-
parent Business-managed IT instances can be categorized, 

and two decision points for their governance exist (Klotz 

et al. [51]). The first decision to be made is decommission 

(Kopper [54]) or continuation. If instances are continued, 

the second decision point determines the governance 

allocation. The governance responsibility can be allocated 

to either the IT organization (Zimmermann et al. [113]), 

the BU (Andriole [3]), or split in a shared responsibility 

model (Zimmermann et al. [112]). Another characteriza-

tion of the second decision point could be to generally 

enable the creation of (future) Business-managed IT by 

defining general governance models for it (Klotz et al. 
[51]). 

Only a few scholars have studied Shadow IT and 

Business-managed IT in a category-spanning way from a 

practitioner perspective, that is, across causing factors, 

outcomes, and governance (Klotz [50]). Khalil et al. [49] 

interviewed 20 business and IT professionals in 2015-

2016 and have identified technological frames for bene-

fits, threats, and governance and control. As benefit 

frames, they have found economics, agility, performance, 
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ubiquity, and scalability. As threat frames, they have 

determined security, compliance, reversibility, and de-

pendency. They have also stated power, agility, tailored 

solutions, and restrictions for business units as govern-

ance and control frames. In their interviews, business 

managers emphasized the benefits of cloud computing 
and put less focus on risks, while for IT managers, it was 

the other way around (Khalil et al. [49]).  

Walterbusch et al. [102] gathered data from a 

survey with students and university employees, conducted 

a vignette study, and interviewed ten experts to comple-

ment a literature review from 2013. They have identified 

five potential risks for Shadow IT through the expert 

interviews: Stolen data/corporate espionage, mal-

ware/spyware, missing backup(s), data location, and loss 

of compatibility/inside knowledge. Based on these risks, 

they discuss potential governance measures to restrict 

Shadow IT: Closing specific network ports, restricting 
administrative rights, blacklisting and whitelisting, block-

ing websites or usage of thin clients, and awareness crea-

tion in employees. Walterbusch et al. [102] structured 

their findings using a morphological box along with eight 

criteria, and they have introduced belief-action-outcome 

models for employees and employers.  

In an earlier literature review (Klotz et al. [51]), 

we have determined that only a few existing studies focus 

on exploring the field of Shadow IT based on practitioner 

interviews. Moreover, these studies do not differentiate 

Shadow IT and Business-managed IT. Consequently, 
previous research does not provide an integrated frame-

work of practitioner perceptions and existing literature to 

structure the research field. Hence, an integrated perspec-

tive of the academic and practitioner perceptions on 

Shadow IT and Business-managed IT would be beneficial 

to structure the research field.  

METHODOLOGY  

To create an integrated perspective of the re-

search stream, we selected interviews to collect data on 

cases of Shadow IT and Business-managed IT. Interviews 

are appropriate to answer our explorative research ques-

tion because Shadow IT and Business-managed IT are 

complex, many-faceted topics that require understanding 
and mutual correspondence of the underlying principles 

and terminologies (Benbasat et al. [9]; Pan and Tan [77]; 

Yin [106]). Moreover, Shadow IT has a mostly negative 

connotation (Kopper [54]) and is, thus, a highly sensitive 

topic. In order to build a high degree of trust between the 

interview partners to talk about Shadow IT, we aimed for 

trust-building from a social and legal perspective using 

personal recommendations. We submitted non-disclosure 

agreements in advance of the interviews. Therefore, all 

data and results are anonymized. Overall, we conducted 

29 interviews with executive/senior IT managers or busi-

ness managers with a close link to IT (P01-P29). Table 1 

provides an overview of the interview participants. The 

number of interviews ensured coverage of a broad com-
pany spectrum regarding industries, organizational setups, 

and sizes. That is, we focused on medium and large com-

panies from different industries because they usually have 

distinctive organizational structures, for example, a sepa-

rate IT organization. The participant selection concentrat-

ed on German-speaking countries, that is, the DACH area 

(Germany, Austria, Switzerland), to reduce linguistic 

misunderstandings and cultural differences. After a pilot 

interview (Yin [106]) in July 2016, the remaining 

interviews took place from October 2016 to June 2017. 

To gather descriptive company information, for example, 

revenue and number of IT users, we sent a written survey 
to the participants before the interview. 

The interviews lasted one hour on average and 

were mainly conducted in the form of video or audio 

conferences (except for three on-site interviews). We used 

a semi-structured approach with open questions as de-

scribed by Myers and Newman [73] and Yin [106] to 

allow the participants to speak freely about their percep-

tions and experiences. In particular, we asked open ques-

tions on (1) the context of specific Shadow IT and Busi-

ness-managed IT instances, (2) the positive and negative 

effects of the instances, (3) the causes for the instances, 
and (4) organizational, technical, and general measures of 

the instances. We limited the predefined structure to these 

topics instead of following frameworks of causing factors, 

outcomes, and governance (such as in Figure 1) to avoid 

confirmation bias and allow for flexibility. During the 

interviews, we used improvisation and listening strategies 

for detailed follow-up questions (Myers and Newman 

[73]) to understand the organizational and technical con-

text. We recorded and transcribed the interviews (except 

for P28). 

To analyze the transcribed interview data, we 

used coding with MAXQDA (Corbin and Strauss [20]; 
Yin [106]). As an initial coding scheme, we applied the 

research framework of causing factors, outcomes, and 

governance for Shadow IT and Business-managed IT – 

introduced by Kopper and Westner [57] and adapted by 

Klotz et al. [51] (see Figure 3 and Figure 4) to ensure 

research continuity. In addition, open coding guidelines 

provided the basis for the identification of additional 

(sub)categories (Corbin and Strauss [20]). The codes were 

validated by the second author using random sampling. 
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 Table 1: Characteristics of Interview Participants  

 
Position/Role of Interview 

Participants 

Number of 

Participants 

 

Industries 

Number of 

Participants 

CIO 19  Health Care & Health Care Equipment 4 

Senior IT manager 5  Commercial Services 3 

CTO 1  Electrical & Electronic Equipment 3 

CIO & CFO 1  Energy & Utilities 3 

DTO 1  Financial Services 3 

CEO 1  Information Technology 2 

Senior business manager 1  Insurance 2 

Total 29  Public Sector 2 

   Retail & Wholesale 2 

   Consumer Goods 1 

   Engineering Services 1 

   Machinery 1 

   Telecommunications 1 

   Transportation 1 

   Total 29 

 

RESULTS 

We describe the emerging themes from the inter-

views, along with the framework of causing factors, out-

comes, and governance (Klotz et al. [51]). Figure 2 shows 

the coding results for each study participant, and Figure 3 

summarizes the extended framework for causing factors, 

outcomes, and governance of Shadow IT and Business-

managed IT. In the following sections, we describe each 

of the themes in detail. 

Causing Factors 

Within causing factors, we distinguish enablers 

(E), motivators (M), and missing barriers (MB).  

Enablers (E) 
E1 Technical accessibility. Literature supports 

the notion that decreased complexity (Zimmermann and 

Rentrop [108]) and increased user-friendliness (Ferneley 

[26]) of IT systems make it easier for BUs to autono-

mously deploy them (Spierings et al. [96]; Thatte et al. 

[99]). Especially cloud offerings (Haag and Eckhardt 

[40]) and end-user hardware (Davison et al. [23]; Davison 
and Ou [22]; Walters [103]) are highlighted as examples. 

However, only three participants (P01, P06, P14) (10%) 

explicitly mentioned this theme. P06 acknowledged that 

cloud services reduce the dependence of BUs on the IT 

organization and expected this context to increase further 

(Haag and Eckhardt [40]). P01 described an example 

where, after being unhappy with the IT organization’s 

offer, a BU could cover a requirement by independently 

procuring a solution consisting of a mobile app and a 

cloud backend. However, P01 and P14 criticized that (1) 

vendors directly approach BUs and users and (2) make 

their systems directly accessible without having to in-

volve the IT organization (which would otherwise allow 

assessing the solutions accurately).  

E2 IT user competence. While not supporting 
the view that IT knowledge generally increases in BUs as 

mentioned in the literature (Ferneley [26]; Fürstenau and 

Rothe [28]), participants generally agree (24%) that IT-

related skills allow BUs to employ or procure IT solutions 

independently (Chua et al. [19]). In this context, P21, for 

example, mentioned skilled young professionals or digital 

natives joining the company directly after attending uni-

versity (Ahuja and Gallupe [1]; Davison et al. [23]; Ren-

trop and Zimmermann [82]). Others described cases of 

Business-managed IT that are enabled by employees with 

high IT skills (P06, P28) (Silic and Back [90]; Spierings 
et al. [95]), especially ones with relation to R&D (P16). 

P11 said that such “tool-affine types could be found in 

each BU.” P08 and P15 explained that the bigger the BU, 

the more likely that the required resources and skills are 

present to develop IT systems independently. 

 



PRACTITIONER PERCEPTIONS ON SHADOW-IT AND BUSINESS-MANAGED IT 
  

 

 

Journal of Information Technology Management Volume XXX, Number 4, 2019 

 

6 

ID Theme

E1 Technical accessibility x x x

E2 IT user competence x x x x x x x

E3 Hubris x x x x x x x x

M1 IT organization and BU non-alignment x x x x x x x x x x x x x x

M2 IT system shortcomings x x x x

M3 Employee motivation/impact orientation & peer beh. x x

M4 IT organization slowness x x x x x x x x x x x x x x x x x x

M5 Beneficial cost structure anticipation x x x x x

M6 Business environment uncertainty x x x x x x

M7 Competence lack/resource scarcity in IT organization x x x x x x x x x x x x x x

M8 BU power loss x x x x x x

M9 Tailored solutions x x x x x

MB1 Restriction lack x x x x x x x x x x x x x x x x

MB2 Awareness lack x

B1 Productivity gain x x x x

B2 Innovation increase x x

B3 Agility enhancement & flexibility increase x x x x x x x x x x x x x x x x x x x

B4 User/customer satisfaction improvement x x x x x x

B5 Collaboration enhancement x

R1 Security risks & lacking data privacy x x x x x x x x x x x x x x x x x x

R2 Integration lack & data inconsist. & architect. insuff. x x x x x x x x x x x x x x x x

R3 Synergy loss & inefficiency creation x x x x x x x x x x x x x x x x x

R4 Control loss x x x x x x x x x

R5 Continuity lack x x x x x x x x x x x x x x

R6 Quality issues x x x x x x x x x x x x x x

GG1 Policy setup x x x x x x x x x x x x x x x x x x x x x x x x x x x x

GG2 Awareness training x x x x x

GG3 IT gap resolution

GG3-1    More agility x x x x x x x x x x x x x x x x x x x x x x

GG3-2    Better business-IT alignment x x x x x x x x x x x x x x x x x x x

GG3-3    System modernization x x x x x x x x x x x x x x x x x x x x x x x x x x

GG4 Monitoring & identification x x x x x x x x x x x x x x x x x x

IG1 Instance categorization x x x x x x x x x

IG2 Instance decommission x x x x x x x x x

IG3 IT organization instance governance x x x x x x x x x

IG4 IT organization & BU instance co-governance

IG4-1    IT organization providing platform x x x x x x x x x x x x x x x

IG4-2    IT organization managing risk x x x x x x x x x x x

IG4-3    IT organization supporting implementation x x x x x x x x x x x x x x x x

IG4-4    BU defining requirements/designing application x x x x x x x x x x x x

IG5 BU instance governance x x x x x x x x x
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Figure 2: Themes Discussed by Study Participants 
 

 

E3 Hubris. An enabler not identified in literature 
but brought up by eight participants (28%) in a negative 

context is an overestimation of BUs’ own IT capabilities. 

Some BUs are convinced that they are better than the IT 

organization in terms of developing solutions, despite 

negative results (P06, P16, P29). P18 and P20 cited as a 

possible explanation that some individuals in BUs believe 

that it is their vocation to be an IT developer. P01 stated 

that the self-confidence of a BU head correlates with the 

number of Shadow IT projects, P03 observed a certain 
arrogance in this context, and P13 described an example 

of a BU not accepting advice despite a poorly implement-

ed project. 

Motivators (M) 
M1 IT organization and BU non-alignment. 

The interview data support (48%) the theoretical findings 
that a lack of business-IT alignment motivates Shadow IT 

and Business-managed IT (Houghton and Kerr [43]; Kerr 



PRACTITIONER PERCEPTIONS ON SHADOW-IT AND BUSINESS-MANAGED IT 
  

 

 

Journal of Information Technology Management Volume XXX, Number 4, 2019 

 

7 

et al. [48]; Kopper [54]; Ologeanu-Taddei et al. [74]). 

P01, P08, and P15 described a lack of communication of 

requirements and ideas (Beimborn and Palitza [8]; Silic et 

al. [92]) that lead to unmet user needs (Khalil et al. [49]; 

McCoy and Rosenbaum [69]; Singh [94]; Walterbusch et 

al. [102]). BUs also perceive coordination with the IT 
organization as too much effort and seek alternatives 

(P01, P03) (Buchwald and Urbach [13]; Buchwald and 

Urbach [14]). Previous detrimental experiences with the 

IT organization (Tambo and Bækgaard [98]; Zimmer-

mann and Rentrop [109]) stem from frequent rejections of 

requests from BUs, for example, due to security concerns, 

without offering alternatives (P01, P05, P10, P21, P26). 

This can lead to general doubts about the abilities of the 

IT organization (P11, P22). In other cases, cultural 

aspects were identified where newer and older BUs in the 

organization have different attitudes towards the centrali-

zation of IT (P04, P19). The most common issue identi-
fied was that the IT organization is often only viewed as a 

fulfillment provider or cost center instead of a trusted 

partner (Silic et al. [92]; Silic and Back [90]; Zainuddin 

[107]) who could help to provide value from the begin-

ning of a project (P01, P13, P14, P16, P19, P22). For 

example, P19 explained that “[…] it is quite hard to create 

[a] real partnership. [The IT organization] was [rather] 

always perceived by [the] business as a cost center and 

unnecessary evil”.  

M2 IT system shortcomings. Only four partici-

pants (P5, P12, P23, P26) (14%) explicitly mentioned 
examples of shortcomings of existing systems as a moti-

vator for Shadow IT and Business-managed IT (Berente 

et al. [10]; Huuskonen and Vakkari [46]; Zimmermann et 

al. [113]). Most of the cases deal with the creation of new 

systems that do not aim to replace an old, inadequate one. 

However, P12 (similarly P23) described an area where 

formal systems did not provide enough flexibility, and 

users, therefore, created other solutions (Boudreau and 

Robey [12]). P05 mentioned an ERP system which did 

not provide the functionality required by the users, and 

they thus built workaround systems (Lund-Jensen et al. 

[62]; Lyytinen and Newman [63]; Silva and Fulk [93]). 
Similarly, users build macros to automate inefficient 

workflows in existing systems (P26). However, no partic-

ipant talked about malfunctioning, officially provided IT 

solutions (Hetzenecker et al. [42]; Koopman and Hoffman 

[53]), which, for example, hold incorrect data (Azad and 

King [4]; Behrens [6]; Bob-Jones et al. [11]).  

M3 Employee motivation/impact orientation & 

peer behavior. Two participants (P01, P24) (7%) high-

lighted employee motivation as a significant factor for 

Shadow IT and Business-managed IT (Buchwald and 

Urbach [13]; Haag et al. [41]; Haag and Eckhardt [37]). 
P24 mentioned highly motivated employees who built 

small applications in their overtime to increase individual 

task or job performance (Haag [36]; Mallmann and Ma-

çada [64]; Schalow et al. [87]). In a negative context, P01 

described an “over-motivated” BU head who wanted to 

support his business with a comprehensive solution but 

accepted potential risks by not aligning with the IT organ-
ization (Röder et al. [85]; Silic et al. [91]). Not mentioned 

as an influencing factor was the behavior of peers (Buch-

wald et al. [15]; Mallmann and Maçada [65]; Spierings et 

al. [96]). 

M4 IT organization slowness. The most promi-

nent motivating factor in the interviews (62%) was that 

BUs perceive the IT organization as being too slow in 

fulfilling their requirements (P01, P02, P07, P11, P12, 

P18, P19, P23, P25). They also expect more agility, flexi-

bility (Fürstenau et al. [32]; Haag and Eckhardt [39]; 

Khalil et al. [49]), and a more iterative approach to devel-

opment (P01, P03, P18, P28). P18 explained that “[the 
BUs] want things to be done faster, they do not like […] 

to wait, they would like it to be more iterative”. Slow 

responsiveness to requests (P05, P19) (Behrens and 

Sedera [7]; Jones et al. [47]; Singh [94]), bureaucratic 

processes (P18), and long planning periods (P08) were 

mentioned as examples. In some cases, a disadvantageous 

request prioritization from the view of the BU leads to 

long waiting times (P08, P12) (Behrens [6]; Chua et al. 

[19]). Participants also recognized that alignment with the 

IT organization leads to more coordination efforts in 

comparison to efficiently and directly working close to 
the problem being solved or close to the user/customer 

(P02, P04, P06, P14). P02, for example, highlighted that 

“centralization always means slowing down.” Centrally 

dictated or checked guidelines, for example, in terms of 

documentation, security, or testing, are therefore some-

times perceived as unnecessary overhead (P01, P06). The 

participants also identified large, inflexible systems (ERP 

or CRM) or legacy infrastructure as a cause for not being 

able to implement requirements faster (P11, P13, P18, 

P19, P25). In literature, these aspects are subsumed under 

long development times (Chua and Storey [18]; Kopper 

[54]; Zimmermann et al. [110]) and lengthy procurement 
processes (Walters [103])). 

M5 Beneficial cost structure anticipation. Six 

participants (17%) identified costs as a factor for BUs 

seeking alternatives for working with the IT organization 

(Györy et al. [35]; Kopper [54]; Zimmermann and Ren-

trop [109]). The BUs may perceive the services of the IT 

organization as too expensive (P01), for example, if they 

only associate it with large ERP implementations (P11). 

Consequently, they pick cheaper alternatives (P02), for 

example, external system integrators with more competi-

tive hourly rates (P01). Because costs correlate with im-
plementation time (M4), BUs may similarly perceive 
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integration with other systems or guidelines about docu-

mentation, security, or testing as an unnecessary cost 

overhead (P01, P06) (Spierings et al. [96]; Tambo and 

Bækgaard [98]). P18 mentioned an example where users 

do not want to deal with the process of getting approval 

for IT costs and therefore implement their solutions. 
M6 Business environment uncertainty. Sup-

ported by 21% of participants, P07, for example, ex-

plained that Shadow IT emerges in cases where BUs are 

not yet able to formulate their requirements clearly and 

need to figure them out in an agile way. Business-

managed IT is also motivated by the uncertainty around 

new topics (P15) which require flexibility (Zimmermann 

et al. [113]), especially when diversifying the product 

portfolio (P01) (Fürstenau et al. [31]; Fürstenau et al. 

[29]), for example through internal startup accelerators 

(P27, P28) or proof-of-concept projects (P16). 

M7 Competence lack/resource scarcity in IT 
organization. A smaller theme in literature but mentioned 

by almost half of all participants (48%) is that the IT 

organization has limited resources and is realistically not 

able to fulfill all requests (P02, P03, P04, P05, P09, P18) 

(Fürstenau et al. [32]; Kopper et al. [56]). Therefore, 

requests have to be prioritized, and some of them eventu-

ally are dropped, which leads to BUs either covertly look-

ing for alternatives or IT organizations deliberately hand-

ing over responsibilities (P07, P12, P18, P23, P26). Simi-

larly, it seems beneficial to engage in Business-managed 

IT if the IT organization does not have the necessary 
(business process) know-how for a request (P15, P17, 

P21, P27) (Fürstenau et al. [32]; Zimmermann and 

Rentrop [109]). 

M8 BU power loss. As in literature, the loss of 

power is a less prominent (21%) motivating factor for 

Shadow IT and Business-managed IT (Fürstenau et al. 

[31]; Fürstenau et al. [29]). The BUs may generally favor 

more control and independence over the implementation 

of IT systems (P02, P29). Individuals can also use IT 

systems to create dependencies and secure their job (P04, 

P06) or use separate systems to avoid transparency and 

sharing data with the rest of the organization (P05, P20). 
M9 Tailored solutions. Awareness emerged in 

the interviews (by 17% of the participants) that BUs may 

prefer (familiar) solutions that precisely fit their require-

ments and do not want to make any compromises for the 

sake of organization-wide standardization (P01, P04, P05, 

P23). This can also apply to projects when a BU prefers to 

work with an external solution provider who precisely 

fulfills all requests instead of having to adhere to organi-
zational standards when working with the IT organization 

(P01). However, at least for highly specific requirements, 

Business-managed IT can be a viable option (P04, P26). 

This theme was not identified in the literature. 

Missing Barriers (MB) 
MB1 Restriction lack. A lack of restrictions was 

brought up by 55% of participants. Several of them (P03, 
P09, P10, P19, P21, P23) said that they do not yet have a 

clear, formally defined policy for Shadow IT and Busi-

ness-managed IT (Fürstenau et al. [31]; Silic and Back 

[90]; Walterbusch et al. [102]). While for some areas, the 

split of IT task responsibilities is at least implicitly clear, 

for others, the boundaries are an ongoing source of con-

flict (P15) or difficult to determine, especially on a de-

tailed technical level (P17, P29). Another contributing 

factor is the ability of BUs to use internal business budg-

ets for IT projects (P01, P05, P06, P18) (Khalil et al. [49]) 

or that BUs could get CEO approval for circumventing 
the IT organization (P21). Even for areas where policies 

are defined, there may be no consequences for circum-

venting them (P03, P05, P18, P20), showing that prohibi-

tions might have limited effects (Rentrop et al. [84]). 

MB2 Awareness lack. In contrast to the 

literature, only one participant (P10) (3%) mentioned a 

lack of awareness of existing policies as a potential cause 

for Shadow IT, especially around institutionalized shadow 

systems. This may relate to the previously mentioned fact 

that policies themselves are frequently undefined or un-

clear (Beimborn and Palitza [8]; Dittes et al. [24]; Mo-

kosch et al. [72]). Researchers have found that employees 
often are not aware that they are violating IT standards or 

the potential consequences (Beimborn and Palitza [8]; 

Haag et al. [41]; Haag and Eckhardt [39]) for example 

concerning violating regulations (Gozman and Willcocks 

[34]). 
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Figure 3: Comparison of Research Themes in Literature and Practitioner Perceptions, Literature Percep-

tions, based on Klotz et al. [51], p. 24 
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Outcomes 

To illustrate the positive and negative outcomes 

of Shadow IT and Business-managed IT, we differentiate 

the two subcategories benefits (B) and risks/shortcomings 

(R). 

Benefits (B) 
B1 Productivity gain. The literature recognizes 

increased productivity and efficiency as benefits of Shad-

ow IT or Business-managed IT (Ortbach et al. [76]; Röder 

et al. [86]; Silic [89]; Zimmermann et al. [113]). Howev-

er, only four participants (P12, P16, P25, P26) (14%) 

mentioned those benefits. This could be because literature 

looks at the individual performance (Györy et al. [35]; 

Mallmann et al. [66]; Ortbach et al. [75]) and the execu-
tive IT managers, whom we interviewed, may instead take 

a high-level organizational perspective. Nevertheless, 

some recognized the benefit of increased productivity and 

efficiency through automation of processes with (self-

developed) systems and tools that are managed by the 

users themselves (P12, P16, P25, P26) (Alter [2]). P12, 

for example, explained that “what can work in an auto-

mated way, works. First of all, it takes less time, the re-

source time is relieved, and on the other hand, the proba-

bility of error is much lower”. Similarly, P16 mentioned, 

“people who are programming little things […] to im-
prove local processes and make their lives easier”. 

B2 Innovation increase. Only two participants 

(P03, P28) (7%) used the word “innovation” in associa-

tion with Shadow IT and Business-managed IT, which is 

often recognized in the literature as a benefit, for exam-

ple, in Buchwald et al. [16], Fürstenau and Rothe [28], or 

Thatte et al. [99]. This may be due to the abstract and 

broad meaning of innovation in different fields. P03 rec-

ognized a system created by a BU as an innovative solu-

tion and the associated possibility of working more 

innovatively. More specifically, P28 reported that some 

new solutions created by BUs were so good that they 
were rolled out officially in other markets. 

B3 Agility enhancement & flexibility increase. 

The perceived increase in agility, flexibility, and speed of 

implementation is the by far most prominent (66%) bene-

fit of Shadow IT and Business-managed IT recognized by 

the participants. Participants, for example, described cases 

with highly agile, iterative processes (P05, P07, P11) 

(Khalil et al. [49]; Kopper et al. [56]; Mallmann et al. 

[66]). They also highlighted the benefit of being able to 

create solutions very close to the customers/users, which 

enables the efficient exchange of requirements and de-
signs and avoids the overhead of formalistic organization-

al processes (P02, P04, P06, P11, P13, P16, P19, P24, 

P26, P29) (Silic [89]). P06, for example, explained that 

“[the BU colleagues], they are certainly closer to their 

sales colleagues, who […] know better what they need. 

There […] one can also act more agile. You do not need a 

complex project approach.” This also enables more flexi-

bility to find new solutions (P03, P12, P23, P27) (Behrens 

[6]; Hetzenecker et al. [42]; Huber et al. [45]) and can 
result in being able to deliver solutions faster (P01, P15, 

P16, P18, P19, P23).  

B4 User/customer satisfaction improvement. 

21% of participants mentioned some form of improved 

user/customer satisfaction. The BUs may, for example, be 

happy about being able to manage their solutions and to 

cover their needs directly (P29) (Singh [94]). This may be 

because they best understand their requirements (P06) or 

because users attribute a higher quality to self-developed 

applications (Lyytinen and Newman [63]; McGill [70]). 

Users might be satisfied with simple solutions that cover 

their temporary needs (P01) or with the possibility to 
cover their needs when the IT organization is not able to 

so (P02, P04). P23 mentioned an example of Business-

managed IT, which allowed to inform better and improve 

the satisfaction of a trading partner. Similar examples of 

improved customer satisfaction exist in the literature 

(Ferneley [26]; Silic et al. [92]; Tambo and Bækgaard 

[98]). 

B5 Collaboration enhancement. Enhancement 

of collaboration is a smaller theme in literature, and only 

one participant (P11) (3%) explicitly mentioned it. P11 

described that during the creation of solutions in BUs, 
there is an enhanced communication due to the direct 

peer-to-peer exchange of requirements (Haag et al. [41]). 

However, that would also be indirectly the case for the 

examples described for B3. There was no case in our 

interviews that dealt with knowledge sharing, increased 

social presence (Mallmann et al. [67]; Mallmann and 

Maçada [65]), or improved communication due to Shad-

ow IT or Business-managed IT systems (Ologeanu-

Taddei et al. [74]; Silic and Back [90]; Steinhüser et al. 

[97]; Thatte et al. [99]). 

Risks/shortcomings (R) 
R1 Security risks & lacking data privacy. Partic-

ipants generally agreed (62%) that one of the most 

significant risks to covert Shadow IT is data security 

(P02, P03, P07, P13, P19, P21, P23) (Fürstenau et al. 

[32]; Haag and Eckhardt [38]; Mallmann et al. [67]). 

Security standards, guidelines, and authorization concepts 

are often neglected when BUs implement systems without 
involving the IT organization (P01, P02, P06, P25, P28). 

Those aspects are usually hard or impossible to fix after 

the implementation is finished (P08, P10, P18, P27). This 

is especially problematic when compliance rules (P15, 

P19) (Györy et al. [35]; Walters [103]; Zimmermann and 

Rentrop [109]) or general regulations (Gozman and Will-
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cocks [34]; Kretzer and Maedche [60]; Walters [103]) 

about data security and privacy (Ebeling et al. [25]; Olo-

geanu-Taddei et al. [74]; Panko and Port [78]; Röder et al. 

[85]) in industries such as healthcare or banking are not 

considered (P06, P08, P13, P24). P24, for example, point-

ed out that the General Data Protection Regulation re-
quires the ability to delete all data of a customer, which is 

difficult if data is spread across multiple systems. Shadow 

systems may also make security monitoring mechanisms 

ineffective as they exist outside the scope of official ar-

chitecture (P04) (Zimmermann et al., 2017). 

R2 Integration lack & data inconsistencies & 

architecture insufficiency. Similar to security risks there 

is also broad agreement among participants (55%) that 

integration with other systems is often lacking for systems 

implemented by BUs (P01, P02, P03, P06, P07, P10, P13) 

(Azad and King [5]; Ebeling et al. [25]; Kopper [54]). The 

IT organization is only asked later in the process to fix 
ongoing issues or to create interfaces (P02, P07, P29). 

However, this may be difficult when the solution is based 

on poor architectural principles, is not standardized, or is 

overall complex (P03, P12, P27) (Fürstenau et al. [31]; 

Fürstenau et al. [29]; Rentrop et al. [84]). In addition, this 

leads to data inconsistencies, data duplication, and a lack 

of traceability which is especially problematic in case of 

regulatory requirements (P05, P06, P09, P11, P13, P15, 

P20) (Fürstenau et al. [29]; Hetzenecker et al. [42]; Thatte 

et al. [99]). 

R3 Synergy loss & inefficiency creation. This 
theme was mentioned by 59% of participants. They re-

ported that Shadow IT and Business-managed IT can lead 

to increased IT costs, for example, due to poor project 

execution or external vendors taking advantage of the 

BU’s inexperience (P01, P06, P09, P10, P12, P13, P18) 

(Huber et al. [44]; Silic et al. [92]; Zimmermann et al. 

[113]). Additional costs furthermore arise when the IT 

organization needs to fix failed projects or system short-

comings (P01, P06, P08, P10, P12, P13, P18). Inefficien-

cies are also caused by system redundancies and overlaps 

(P19, P22, P27, P28) (Chua et al. [19]; Peppard [79]; 

Thatte et al. [99]), which prevent synergies (P06) (Györy 
et al. [35]; Kretzer [59]; Kretzer and Maedche [60]). 

Similarly, inefficiencies in the procurement process can 

emerge (P08, P10, P21, P23). Additionally, lower degrees 

of standardization lead to higher complexity, a heteroge-

neous IT landscape, inconsistent user- and customer expe-

riences, and higher architectural costs (P01, P03, P23, 

P24) (Fürstenau et al. [31]; Fürstenau et al. [29]; Huber et 

al. [45]). A heterogeneous IT landscape also increases the 

effort required to align interfaces between systems (P29). 

R4 Control loss. Loss of control was brought up 

by 31% of participants. Due to the lack of transparency of 
Shadow IT (P15) (Gozman and Willcocks [34]; Zimmer-

mann et al. [113]), it gets more challenging to apply gov-

ernance principles about architecture, compliance, or 

security (P02, P29) (Khalil et al. [49]; Kopper et al. [56]; 

Lund-Jensen et al. [62]). Especially small systems remain 

easily hidden and are hard to control (P12, P26). The 

participants also reported that it is difficult or almost 
impossible to gain back control after it is lost (P03, P05, 

P09). An example of that are dependencies on vendors for 

future system changes (P01) (Fürstenau et al. [32]; Khalil 

et al. [49]; Walterbusch et al. [102]). In literature, addi-

tional downsides include undermining of management 

intentions (Röder et al. [85]) or strategic goals (Chua and 

Storey [18]; Zimmermann and Rentrop [108]) and shift-

ing power relations (Azad and King [4]; Fürstenau et al. 

[29]; Khalil et al. [49]).  

R5 Continuity lack. Almost half of all partici-

pants (48%) identified continuity risks, especially for 

covert Shadow IT. As business processes depend on the 
availability of IT systems, operational stability is a high 

risk (P06, P13), specifically with highly integrated sys-

tems or in critical areas such as production processes 

(P03, P07, P28). Systems are also often created by single 

or few persons, and continued operation depends on them 

(Behrens, 2009; Fürstenau, Rothe et al., 2016; McGill, 

2004). Issues, therefore, arise when those persons leave 

the company or even unexpectedly pass away (P01, P02, 

P03, P04, P12, P16, P26) notably if proper documentation 

is missing (P03, P16) (Fürstenau et al. [29]; Rentrop et al. 

[84]). Issues through lack of maintainability, support, or 
missing maintenance contracts with vendors often arise 

long after the creation of a system, e.g., when errors occur 

through operating system upgrades or deprecation of 

underlying frameworks (P02, P03, P06, P07, P18, P26) 

(Fürstenau et al. [32]; Györy et al. [35]). Issues and con-

flicts can also emerge when knowledge transfer or addi-

tional expertise is required when transferring the opera-

tion of a system to the IT organization (P14, P15). 

R6 Quality issues. Not identified in literature but 

emerged in half of the interviews (48%) are quality issues 

with systems created by BUs. It is a more general factor 

that includes some aspects of other risks (R1 Security 
risks & lacking data privacy, R2 Integration lack & data 

inconsistencies & architecture insufficiency). However, it 

primarily refers to poor overall system quality and 

inadequate coverage of the original requirements. Sys-

tems are usually created by people in BUs who are not 

familiar with professional software development practic-

es. Standard principles such as testing, documentation, 

code versioning, code review, error handling, or quality 

assurance in every phase are therefore often neglected 

(P01, P03, P06, P12, P21, P29). There may be a focus on 

the frontend, but backend quality can suffer due to incon-
sistent data models or lack of modularization (P01, P11), 
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which leads to errors in production (P18, P22). Also, 

typical non-functional requirements such as system per-

formance or data backup may be ignored (P03, P10, P13, 

P18, P20, P23). 

Other outcomes. Some smaller themes for out-

comes were identified as well. While not identified by a 
significant number of participants, Business-managed IT 

may indeed realize economic benefits and constitute a 

proportionate solution for local requirements (Silic et al. 

[92]; Tambo and Bækgaard [98]), for example, by allow-

ing the IT organization to focus on its core responsibilities 

without having to implement every small requirement in a 

process-heavy manner (P02, P07, P15, P26). Other 

adverse outcomes can include issues with branding stand-

ardization towards the customer (P20, P23), traceability 

of transactions in the case or regulatory requirements 

(P13), or licensing issues (P23). Other outcomes de-

scribed in the literature include political conflicts in com-
panies (Behrens [6]; Houghton and Kerr [43]; Jones et al. 

[47]) or severe changes in the IT landscape due to a het-

erogeneous architecture (Fürstenau et al. [32]; Singh 

[94]). 

Governance 

We distinguish two governance subcategories for 

Shadow IT and Business-managed IT: First, general gov-

ernance measures for Shadow IT and Business-managed 

IT (GG) exist, regardless if instances are overt or covert. 

Second, if instances are overt, for example, after being 

identified, more specific governance measures can be 

applied (Fürstenau et al. [30]), that is, instance govern-
ance measures for overt Business-managed IT (IG). Overt 

instances can be categorized (IG1), and two potential 

governance decision points exist: Instances can be de-

commissioned (IG2) or continued. If instances are contin-

ued, the governance responsibility can be allocated to the 

IT organization (IG3), assigned in a co-governance model 

between the IT organization and the BU (IG4), or it can 

be allocated to the BU (IG5). A co-governance model 

(IG4) can also be chosen to generally allow and enable 

the creation of (future) Business-managed IT.  

General Governance for Shadow IT and 

Business-managed IT (GG) 
GG1 Policy setup. Virtually all participants 

(97%) talked about policies in some form to govern 

Shadow IT and Business-managed IT. Participants recog-

nized that it is essential to delimit IT task responsibilities 

between BUs and the IT organization by using a corre-

sponding policy. Some have clearly defined rules (P04, 

P08, P15, P16, P22, P26, P29), but others find it 

challenging to formalize a clear delimitation (P02, P03, 

P09, P19, P21). P02, for example, said, “if you could 

define these boundaries so clearly and if they are respect-

ed, I think there would be no Shadow IT.” Consistent with 

the definition for Business-managed IT, some participants 

classify systems created by BUs outside of the defined 

governance rules as Shadow IT (P16, P19, P24). Especial-

ly the managing board (P21, P23) requires a collective 
agreement of the policy. A policy’s effectiveness is also 

increased when IT budget rules are enforced (P10, P24, 

P26). To enforce the rules on an individual level, it is also 

possible to let employees sign the policy and to take dis-

ciplinary action in case of infringement or at least issue a 

warning (P12, P21). However, some are not in favor of a 

strict governance policy as it would negatively affect 

organizational flexibility (P01, P15). For Business-

managed IT, the participants broadly agree that there 

needs to be some form of central control (Fürstenau et al. 

[32]; Györy et al. [35]). Common types include architec-

ture boards, project portfolio boards, or governance 
boards where IT and business representatives together 

review and decide on IT initiatives. The IT organization 

can, for example, veto on IT architecture issues. In its 

most basic form, at least requirements and initiatives are 

coordinated from a central perspective to avoid duplicated 

systems, enable synergies, and increase standardization 

(P01, P05, P07, P08, P10, P11, P13, P16, P19, P21, P23, 

P27). As a prerequisite, approval guidelines for Business-

managed IT are commonly defined. Those may include 

security, architecture, testing, or contracting standards the 

BUs need to adhere to (P02, P04, P05, P06, P08, P16, 
P17, P20, P24, P28). Outside of projects, policies can also 

define which tools, devices, or services are allowed or 

prohibited for usage in the organization (P04, P12, P24, 

P25). However, literature generally supports the notion 

that a prohibition of Shadow IT and Business-managed IT 

does not seem reasonable in most cases (Zimmermann et 

al. [111]; Zimmermann et al. [113]), as this would nega-

tively impact the motivation of employees (Haag et al. 

[41]) and innovation behavior (Köffer et al. [52]).  

GG2 Awareness training. The relatively low 

popularity of this factor (only mentioned by 17% of the 

participants) is consistent with the findings for GG1. To 
be able to create awareness of policies (Haag et al. [41]; 

Kopper [54]; Silic et al. [92]) and to minimize potential 

threats of unapproved IT, they need to be clearly defined 

in the first place. However, as previously described, that 

is often not the case. If policies are sufficiently defined, 

one possibility is to continuously educate users about 

them through personal communication (P01, P17) or to 

directly confront them in case of policy violations (P12). 

Alternatively, they can be communicated through training 

courses as part of the onboarding process or through an-

nual, mandatory IT (security) training (P21, P24) (Goz-



PRACTITIONER PERCEPTIONS ON SHADOW-IT AND BUSINESS-MANAGED IT 
  

 

 

Journal of Information Technology Management Volume XXX, Number 4, 2019 

 

13 

man and Willcocks [34]; Rentrop et al. [84]; Silic and 

Back [90]). 

GG3 IT gap resolution. In literature, there is on-

ly a small focus on reducing the need for Shadow IT (or 

Business-managed IT) by addressing existing IT system 

shortcomings and better fulfilling unmet needs (Walter-
busch et al. [101]; Walterbusch et al. [102]; Zimmermann 

and Rentrop [108]). However, the participants discussed 

this topic more prominently and nuanced during our in-

terviews. Due to that, we split the findings into three parts 

(GG3-1 More agility, GG3-2 Better business-IT align-

ment, and GG3-3 System modernization) and describe 

them in the following. 

GG3-1 More agility. One of the primary motiva-

tors for Shadow IT is M4 IT organization slowness. The 

participants (76%), therefore, aim to or are already im-

proving their IT organizations’ agility, for example, by 

working with agile development methods. To better fulfill 
their users’ needs they (plan to) employ shorter iteration 

cycles and use integrated teams which consist of both IT 

and business employees that are closely working together 

(P01, P02, P11, P13, P14, P17, P18, P20, P21, P22, P24, 

P26). Teams can, for example, be organized around prod-

uct owners (P25, P27). Some participants described a bi-

modal approach where specific systems still require a 

more stable, linear process (P07, P22). Others highlighted 

the need to act flexible to requirements, to work closely 

with the BUs, and to create business value, which is more 

critical than lowering IT costs (P03, P05, P15). Two par-
ticipants preferred to keep development in-house and 

avoid outsourcing to be able to act faster and closer to the 

business (P23, P29). P29 explained in this context: “Only 

[having the competence in-house] puts me in a position to 

respond to the requests of the business areas at the re-

quired speed.” P10 also noted that they are shifting their 

focus to application development away from infrastruc-

ture management. Even before development, faster initial 

prioritization, and communication of decisions prevent 

users from seeking other ways to fulfill their needs. This 

includes telling the users promptly if a request must be 

denied, a potential timeline, or if a solution can be imple-
mented locally or requires global coordination (P14, P15, 

P16). It can similarly help to act fast and proactively an-

ticipate the users’ needs (P20): “[…] want to be ahead of 

the game before a [user] begins to feel the need to look 

around the market for solutions”. 

GG3-2 Better Business-IT alignment. In addi-

tion to agility, 66% of the participants highlighted the 

need for good business-IT alignment, which similarly 

addresses one of the primary motivators of Shadow IT 

(see M1 IT organization and BU non-alignment). The 

arguments made by the participants mostly resemble the 
factors for business-IT alignment maturity, as defined by 

Luftman [61]. Better communication between the IT or-

ganization and BUs helps to exchange ideas and to create 

transparency (P05, P09, P14, P16, P26) (Walterbusch et 

al. [101]; Walterbusch et al. [102]). Some also highlighted 

the importance of understanding their users’ business 

processes to be able to speak a “common language” (P05, 
P10, P16, P28) (Zimmermann and Rentrop [108]). Ideal-

ly, the IT organization is considered a partner (P05, P07, 

P10, P13, P23, P28) and working closely together with 

the BUs (P05, P11, P15, P27, P28) instead of being per-

ceived as a mere cost factor. The IT organization, there-

fore, needs to demonstrate its business value (P05) and 

build a trust-based relationship that prevents an environ-

ment where BUs need to hide Shadow IT (P01, P16, P25). 

However, that can be a challenge based on the organiza-

tional culture of individual units (P04). A mature govern-

ance process, which involves both the IT organization and 

the BUs, also helps to retain transparency and to quickly 
prioritize requests (P03, P07, P10, P12, P16). 

GG3-3 System modernization. 90% of the par-

ticipants brought this theme up in some form. Many, for 

example, highlighted “cloud” as a factor in modernizing 

their IT architecture (P01, P04, P11, P17, P18, P19, P22, 

P24, P25, P26, P27, P29). This does not necessarily mean 

public cloud, but generally cloud-based delivery models 

(including private cloud) that allow more agility (Walter-

busch et al. [102]). The same goal should also be achieved 

by a stronger modularization of systems, for example 

through loosely coupled microservices (P01, P13, P15, 
P19, P22), or integration services that allow more flexibil-

ity (P06, P11). The participants also focus on improving 

or replacing systems to cover better users’ current re-

quirements (P13, P16, P23, P25). P20, for example, saw a 

significant drop in the need for Shadow IT after providing 

different solutions that filled existing functionality gaps. 

P26 expressed the approach to systematically evaluate 

gaps in official systems by analyzing the functionality in 

existing spreadsheet-based macros. Some participants 

highlighted that proactively evaluating and providing new 

solutions (for example, collaboration tools) prevents users 

from procuring their solutions (P09, P21, P24). P25, for 
example, operates a community platform to collect feed-

back and ideas for new systems, and P27 actively main-

tains a whitelist on tools that employees can use. Howev-

er, some also deal with (or dealt with) “old” problems 

such as standardizing inhomogeneous legacy systems and 

organizational IT processes to increase efficiency (P02, 

P04, P05, P06, P08, P10, P13, P14). 

GG4 Monitoring & identification. 62% of the 

participants described some form of technical measures 

that can be used to enforce policies on Shadow IT (Röder 

et al. [86]; Silic and Back [90]; Walters [103]). While so-
called “cloud access security brokers” are popularly dealt 
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with in practitioner literature as a tool for network moni-

toring and access control to cloud services (Kopper et al. 

[58]), none of the participants mentioned using one. 

While some of them described network monitoring to 

identify unsanctioned cloud services and security threats 

(P23, P25, P29), others actively block certain services 
from file storage or infrastructure providers (P12, P13, 

P14, P21, P22) (Kopper [54]). However, for some, the 

identification of Shadow IT is just a side effect of general 

security measures such as keeping track of software ver-

sions and updates or data access control (P03, P04, P10, 

P16, P20, P24). On the individual device level, endpoint 

monitoring and policy enforcement through device man-

agement tools is a standard method (P12, P14, P24, P27) 

(Silic and Back [90]), for example, to also keep software 

licensing under control (P04). P07 described a high level 

of visibility of Shadow IT because BUs cannot easily 

access any external infrastructure services and would 
have to request server capacity officially. Visibility is also 

given when BUs ask for help with integrating their solu-

tions with other systems, for example, through help desk 

requests (P07, P26) (Rentrop and Zimmermann [82]). In 

general, monitoring can be seen as a measure to identify 

covert Shadow IT instances, and henceforth, the instances 

become overt, and thus, Business-managed IT (Kopper et 

al. [55]; Kopper et al. [56]). 

Instance Governance for Overt Business-

managed IT (IG) 
IG1 Instance categorization. Identified Shadow 

IT or overt Business-managed IT can be categorized 

along different criteria to determine how to govern them 
(for examples see Buchwald and Urbach [13]; Buchwald 

and Urbach [14]; Lund-Jensen et al. [62]; Mallmann et al. 

[66]; Mallmann et al. [67]; Rentrop et al. [84]; Röder et 

al. [86]). This was discussed by 31% of the participants. 

In our interviews, some of them had clearly defined pro-

cesses to evaluate identified Shadow IT (P10, 28). This 

can include general risk assessments that take into ac-

count the criticality (P13) (Ferneley and Sobreperez [27]; 

Melo et al. [71]; Rentrop and Zimmermann [83]), aspects 

around security (P25), or the scope of the instance 

(Fürstenau et al. [30]). Another factor might be costs 
(P10, P26) or the number of resources required to operate 

the system (non-standard systems require additional ex-

pertise) (P14). P08 explained that identified systems are 

not shut down immediately, but collaboratively assessed 

with the users how to legitimize them. P11 highlighted 

that it was essential to involve the executive board in the 

strategic decision about the future use of a large shadow 

system.  

IG2 Instance decommission. In some cases, the 

assessment of a Shadow IT instance can result in a deci-

sion for its decommission, for example, because the risks 

or shortcomings are deemed too high for continued opera-

tion (Fürstenau et al. [32]; Fürstenau et al. [29]; Kopper 

[54]). However, in all interviews that described decom-

missions (31%), instances were replaced by other systems 

so that no functionality gap was left behind. After all, 
those systems exist because they cover unmet needs. 

Examples include replacing inadequate systems with 

standard products (P12, P14), providing alternative solu-

tions for failed system implementations (P18), or consoli-

dation of historically grown, dispersed systems (P10, 

P16). Some participants focus on a highly collaborative 

approach to finding an alternative, secure solutions to-

gether with the BUs because they recognize the users’ 

unfulfilled needs and that the previously provided systems 

were not adequate (P25, P26). P28 and P29 explained that 

decommissioning and replacing the systems in question is 

more challenging from a communication and acceptance 
perspective than from a technical perspective. 

IG3 IT organization instance governance. If an 

instance is decided to be continued, one of three possible 

governance solutions is the transfer of the instance gov-

ernance to the IT organization (Behrens [6]; Zimmermann 

et al. [110]; Zimmermann et al. [113]), including a migra-

tion to the official infrastructure (P08, P09, P10, P23). 

This was described by 31% of the participants. In some 

cases, the BU requested the IT organization to take over 

the operation (Singh [94]) only after the system develop-

ment was finished. However, participants had doubts 
about supporting inadequate solutions continuously (P03, 

P05). In other cases, the IT organization was required to 

step in during failed implementation projects, for 

example, because integration with other systems was 

missing, requirements inadequately covered, costs over-

run (P01, P13), or crucial security concerns existed (Chua 

et al. [19]). P02 described a case where a system needed 

to be taken over because compatibility issues arose due to 

system updates, and P13 integrated a vendor in their or-

ganization who was previously working on Shadow IT 

directly with the BUs. 

IG4 IT organization & BU instance co-
governance. Besides IG3 IT organization instance gov-

ernance, another possibility is co-governance between the 

IT organization and the BUs. This describes allocating the 

responsibility of individual service components or tasks 

of Business-managed IT to either the IT organization or 

the BUs (Zimmermann et al. [112]). We detail specific 

tasks and their typical allocation in the following themes.  

IG4-1 IT organization providing platform. To 

ensure standardization and allow economies of scale, 52% 

of the participants describe providing common platforms 

for IT projects of BUs in different levels of abstractions, 
for example in the form of infrastructure that is centrally 
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secured and supported (P04, P05, P15, P16, P19, P21, 

P23, P25, P27, P29) (Bygstad [17]; Chua and Storey [18]; 

Kopper et al. [56]). P04 explained this as a similar mech-

anism that is already well established with public cloud 

providers, which can ensure specific standards and securi-

ty levels to their customers. Some participants provide 
services including the database layer in the technology 

stack to achieve synergies (P04, P17, P29) (Kopper [54]; 

Zimmermann et al. [111]; Zimmermann et al. [112]). P06 

provides an integration service for BUs where the IT 

organization is managing the complex data integration 

layer with core systems and provides the necessary pro-

cesses and tools (Chua and Storey [18]). P23 offers com-

mon frameworks that can be adapted by local e-commerce 

teams. Others similarly provide platforms that can be 

customized for local requirements (e.g., voting platform) 

or standardized .NET development environments for BU 

projects (P02, P06, P17). With self-service BI platforms, 
users can build their reports and conduct analyses (P16, 

P26). P07 and P11 mentioned potential future use of so-

called “low-code” platforms that provide a standardized 

environment where security, privacy, and integration 

aspects can be centrally managed. Advanced users would 

be able to implement applications themselves (without 

needing expert programming knowledge) and to leverage 

the speed, agility, and flexibility advantages. The closest 

example of such a setup in the interviews was a cloud-

based CRM platform where users can build their reports, 

dashboards, and workflows without heavy coding (P11). 
P25 even suggested that getting infrastructure from cloud 

providers may be a procurement topic (with oversight of 

the Chief Information Security Officer and policies) in the 

future, which would leave out the CIO or the IT organiza-

tion in the process. Also, a framework for the governance 

of “spreadsheet-based end-user applications” could be 

considered a platform for governing Business-managed IT 

(Raković [80]). 

IG4-2 IT organization managing risks. In a co-

governance model with the BUs, the IT organization 

would still be responsible for aspects around security, 

data protection, and licensing (mentioned by 38% of the 
participants) (Kopper et al. [56]; Silic et al. [92]). Those 

are areas that should uniformly be ensured centrally (P04, 

P06, P07, P25). This is, for example, required for infra-

structure which needs to be vetted by external certifica-

tion bodies (P17). Global security standards (in addition 

to architectural standards) for BU projects are also com-

monly defined (P06, P07, P16, P21, P27). Some partici-

pants foresee a dedicated function or role that makes sure 

that those (data security and privacy) standards are 

adhered to, that coordinates security aspects across units, 

and that provides expertise (P02, P23, P29). 

IG4-3 IT organization supporting implementa-

tion. Described by 55% of the participants, the IT organi-

zation may provide support for BU IT projects, for exam-

ple, in the form of expertise about professional software 

development, architectural design, or security (P02, P04, 

P07, P11, P12, P17, P21, P23, P29) (Chua and Storey 
[18]; Panko and Port [78]; Zimmermann et al. [113]). 

This makes especially sense for complex topics, which 

require deep technical expertise or heavy coding (P11, 

P21). One example is integration with other systems, 

which should remain the responsibility of the IT organiza-

tion (P06, P07, P11, P23, P29). Vendor management and 

procurement are also areas that are best managed centrally 

to achieve synergies and economies of scale (P06, P13, 

P16, P23, P27, P29). Independent of the actual degree of 

involvement, some participants argued that they should be 

involved in any case (P02, P21, P26), at least for the ini-

tial conceptualization (P13) or for the architectural design 
and the overall portfolio management (P27). Other possi-

bilities for involvement include support for testing (P06), 

project management (P15), and centrally providing 

helpdesk support for Business-managed IT (P28).  

IG4-4 BU defining requirements/designing ap-

plication. This theme complements the tasks described in 

the previous three areas of co-governance (and was men-

tioned by 41% of the participants in some form). BUs can, 

for example, be responsible for developing their own 

(local) applications (Andriole [3]; Chua et al. [19]; Silic et 

al. [92]), which are hosted on or take advantage of a plat-
form (e.g., infrastructure, database, integration service) 

provided by the IT organization (P04, P06, P16, P17, 

P19). Similarly, BUs can take over customizing e-

commerce frameworks, CRM, ERP, or SharePoint sys-

tems that are provided by the IT organization, which also 

takes care of integration with other systems (P06, P11, 

P17, P23, P25). Another form is the creation and customi-

zation of reports that build on top of databases (P05, P07). 

There are different degrees of responsibility split. In some 

cases, BUs can be mostly responsible for building appli-

cations specific to their requirements, and the IT organi-

zation is only involved where necessary (P21). If a BU is 
working directly with an external vendor, the IT organiza-

tion would still take over governance, integration, and 

architectural validation (P07). In other cases, the IT or-

ganization is more actively involved, for example, in 

integrated teams that are organized around product own-

ers that belong to BUs (P25), or in joint R&D projects 

(P15). The BUs can also at least be responsible for re-

quirements engineering (P21) (Kopper et al. [56]; 

Zimmermann et al. [111]; Zimmermann et al. [112]). 

IG5 BU instance governance. In some cases 

(described by 31% of the participants), BUs can be large-
ly autonomous in managing IT systems with specific 
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guidelines to adhere to and interfaces to use (Andriole [3]; 

Györy et al. [35]; Zimmermann et al. [110]), for example, 

when the organization is generally decentralized or when 

experimenting with new ventures (P04, P23, P25, P28). 

However, that is also associated with responsibilities for 

any adverse consequences (P29). BUs (or separate units) 
are also commonly entirely responsible for “product IT” 

(or generally R&D, including IT as products or IT for 

tangible products for customers) or “shop floor IT” (man-

agement of CNC machines, systems at the production 

lines, and grapplers) (P02, P04, P24). Furthermore, the 

BUs may manage systems that are highly specific to their 

requirements (Winkler and Brown [105]; Zimmermann et 

al. [113]). They usually have sufficient IT skills and bene-

fit from their deep business expertise to be able to locally 

develop and support the systems (P04, P08, P09, P27, 

P29). It may also be decided that a system can remain in 

the control of a BU because the use case is only non-
critical and small (P28). While the degree of responsibil-

ity for the BUs is high for the examples just discussed, 

they can still request support from the IT organization for 

complex issues as described in IG4-3 IT organization 

supporting implementation. 

DISCUSSION  

In this section, we discuss the differences in 

major themes between literature and interviews; that is, 

the difference in the frequency they were observed in the 

two areas. To compare the relative importance of themes 

in both areas, we contrast the major themes, i.e., themes 

which are part of the top third of (relative) frequency in 

literature or respectively in the interviews. For each 
theme, Figure 4 indicates the number of (and relative 

frequency of) occurrences, in both literature and the 

interviews. Figure 4 (and Figure 3), therefore, identify 

themes that are in the top third for the interviews but not 

in the literature (▲) and vice-versa (▼). It also indicates 

if themes are consistently classified as major themes (●) 

or not as major themes (─) in both literature and the inter-

views. Additional themes identified in the interviews are 

highlighted as well (✦). Consequently, Figure 4 high-

lights and compares the major themes in the literature and 

of the interview participants and all additional themes that 

emerged during the interviews. 

Causing factors 

E3 Hybris (✦) is an additional enabler identified 

in the interviews, which did not occur in literature at all. 

E2 IT user competence (─) implies that actual ability 

contributes to the emergence of Shadow IT and Business-

managed IT. However, hubris indicates that BUs overes-

timate their IT competencies and engage in their own IT 

projects because they are convinced to do a better job than 

the IT organization. In the end, both factors have been 

mentioned with similar frequency in the interviews. 
The primary motivator for Shadow IT and Busi-

ness-managed IT identified in the interviews is M4 IT 

organization slowness (▲), which was not a major theme 

in literature. In contrast, three further major themes in 

literature are not part of the top third themes in the inter-

views: M1 IT organization and BU non-alignment (▼), 

M2 IT system shortcomings (▼), and M3 Employee moti-

vation/impact orientation & peer behavior (▼). For ex-

ample, M2 is less frequent as the practical examples deal 

with new systems (covering novel use cases) rather than 

with shortcomings about existing systems. 
An additional motivator identified in the inter-

views is M9 Tailored solutions (✦). It is only mentioned 

by 17% of participants, but still gives additional insights 

for potential motivators. It indicates that in some cases, 

BUs do not want to make any compromises for the sake 

of standardization (or other tradeoffs resulting from con-
straints dictated by the IT organization) and look for solu-

tions that exactly match their needs. 

In terms of missing barriers, MB1 Restriction 

lack (▲) was a significant factor in the interviews in 

contrast to literature. The main issue is, therefore, a miss-

ing clarity in policies about Shadow IT and Business-

managed IT. MB2 Awareness lack (─) is less of a problem 

because, for that, the policies need to exist in the first 

place. 
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107 29

x% Major theme in top ⅓ ● Major theme both in top ⅓ for interviews and literature

▲ Theme in top ⅓ of interviews, but not literature  ─ Minor theme neither in top ⅓ for interviews nor literature

▼ Theme in top ⅓ of literature, but not interviews ✦ New theme from interviews, not in literature

ID Theme Lit. Int. Lit. Int. Diff.

E1 Technical accessibility 22 3 21% 10% ─

E2 IT user competence 18 7 17% 24% ─

E3 Hubris - 8 0% 28% ✦

M1 IT organization and BU non-alignment 44 14 41% 48% ▼

M2 IT system shortcomings 44 4 41% 14% ▼

M3 Employee motivation/impact orientation & peer beh. 32 2 30% 7% ▼

M4 IT organization slowness 23 18 21% 62% ▲

M5 Beneficial cost structure anticipation 20 5 19% 17% ─

M6 Business environment uncertainty 11 6 10% 21% ─

M7 Competence lack/resource scarcity in IT organization 7 14 7% 48% ─

M8 BU power loss 4 6 4% 21% ─

M9 Tailored solutions - 5 0% 17% ✦

MB1 Restriction lack 13 16 12% 55% ▲

MB2 Awareness lack 9 1 8% 3% ─

B1 Productivity gain 35 4 33% 14% ▼

B2 Innovation increase 27 2 25% 7% ▼

B3 Agility enhancement & flexibility increase 17 19 16% 66% ▲

B4 User/customer satisfaction improvement 12 6 11% 21% ─

B5 Collaboration enhancement 10 1 9% 3% ─

R1 Security risks & lacking data privacy 35 18 33% 62% ●

R2 Integration lack & data inconsist. & architect. insuff. 30 16 28% 55% ●

R3 Synergy loss & inefficiency creation 28 17 26% 59% ●

R4 Control loss 24 9 22% 31% ▼

R5 Continuity lack 16 14 15% 48% ─

R6 Quality issues - 14 0% 48% ✦

GG1 Policy setup 29 28 27% 97% ●

GG2 Awareness training 12 5 11% 17% ─

GG3 IT gap resolution 5 5%

GG3-1    More agility - 22 76% ✦

GG3-2    Better business-IT alignment - 19 66% ✦

GG3-3    System modernization - 26 90% ✦

GG4 Monitoring & identification 24 18 22% 62% ●

IG1 Instance categorization 24 9 22% 31% ▼

IG2 Instance decommission 3 9 3% 31% ─

IG3 IT organization instance governance 17 9 16% 31% ─

IG4 IT organization & BU instance co-governance

IG4-1    IT organization providing platform 14 15 13% 52% ▲

IG4-2    IT organization managing risk 8 11 7% 38% ─

IG4-3    IT organization supporting implementation 12 16 11% 55% ▲

IG4-4    BU defining requirements/designing application 8 12 7% 41% ─

IG5 BU instance governance 12 9 11% 31% ─

%#

Enablers

Missing 

barriers

Subcategory

Benefits

Risks / 

shortcomings

General 

governance

Governance for 

overt instances

Motivators

 
Figure 4: Comparison of Research Themes in Literature and Practitioner Perceptions, Research Themes 

in Literature, based on Klotz et al. [51], p. 40 
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Outcomes 

Consistent with the finding that M4 IT organiza-

tion slowness (▲) is the primary motivator for Shadow IT 

and Business-managed IT, B3 Agility enhancement & 

flexibility increase (▲) is indeed seen as the main benefit. 

While GG3-1 More agility (✦) describes addressing the 

underlying motivator by improving the agility, speed, and 

flexibility of the IT organization, participants still recog-

nize Shadow IT and Business-managed IT as achieving a 

similar goal. In contrast, B1 Productivity gain (▼) and B2 

Innovation increase (▼) were less prominent benefits, 

which may be due to the very individual perspective 

about productivity in the literature (in contrast to the high-
level view of our executive participants) and due to the 

abstract meaning of innovation. 

The main three risks identified in literature also 

consistently emerged as the main three risks identified in 

the interviews: R1 Security risks & lacking data privacy 

(●), R2 Integration lack & data inconsistencies & archi-

tecture insufficiencies (●), and R3 Synergy loss & ineffi-

ciency creation (●). Only R4 Control loss (▼) was not a 

major theme in the interviews in contrast to literature. 

This might be because control is a somewhat abstract 

theme, and other risks such as the initially mentioned ones 
contribute to it. 

R6 Quality issues (✦) emerged as an additional 

theme that was mentioned by half of the participants but 

is not apparent in the literature. It partially resembles 

other risks such as security and integration issues but 

stands for overall poor system quality and not covering 
the requirements the system was initially intended. This is 

because Shadow IT and Business-managed IT is often 

created by people who are not familiar with professional 

software development practices. 

Governance 

Consistent with the missing barrier MB1 Re-

striction lack (▲), the general governance measure GG1 

Policy setup (●) emerged as a major theme in the inter-

views, which was mentioned by almost all participants. 

This highlights the need to set up clear policies (including 

restrictions), responsibilities, and guidelines. Such 

measures would also make it easier to differentiate be-

tween (covert) Shadow IT and (overt) Business-managed 
IT and would allow defining appropriate governance 

mechanisms. 

In contrast to the literature, participants also put 

a strong focus on addressing the motivators for Shadow 

IT and Business-managed IT by improving their own IT 

organization. The theme GG3 IT gap resolution, which 

occurred in only 5% of literature items, was therefore split 

into three parts due to their prominence: GG3-1 More 

agility (✦), GG3-2 Better business-IT alignment (✦), and 

GG3-3 System modernization (✦). They can respectively 

be viewed as addressing the motivators M4 IT organiza-

tion slowness, M1 IT organization and BU non-alignment, 
and M2 IT system shortcomings. 

GG4 Monitoring & identification (●) resulted in 

a major theme in both literature and interviews. It primari-

ly describes technical measures to gain transparency on 

the systems used in the organization (making them overt) 

and to be able to enforce existing policies. 

In terms of governance for overt instances, crite-

ria for IG1 Instance categorization (▼) were less 

prominently mentioned in the interviews. This could be 

due to the general lack of clearly defined policies (see 

MB1). However, two themes significantly more common 

in the interviews were IG4-1 IT organization providing 
platform (▲) and IG4-3 IT organization supporting im-

plementation (▲). This is most likely the case because the 

interviews explicitly dealt with both overt and covert 

forms of IT managed by BUs, and most academic re-

search has focused on (covert) Shadow IT so far. 

Category-spanning themes 

In summary, the interview participants men-

tioned three category-spanning (Klotz [50]) themes across 

causing factors, outcomes, and governance: (a) Business-

IT alignment (i.e., M1, GG3-2), (b) agility (i.e., M4, B3, 

GG3-1), and (c) policies (i.e., MB1, GG1). (a) Poor busi-

ness-IT alignment (M1) is a prominent motivator for 
Shadow IT and Business-managed IT in literature and 

interviews (although just barely a major theme in the 

interviews). Hence, the improvement of business-IT 

alignment is perceived as one of the major themes for 

general Shadow IT and Business-managed IT governance 

(GG3-2). (b) Furthermore, lacking agility of the IT organ-

ization (M4) motivates BUs to deploy/procure IT systems 

autonomously. Agility increase is indeed perceived as a 

major benefit of Shadow IT and Business-managed IT 

(B3). However, one of the major governance measures is 

also to increase the agility of the IT organization (GG3-1) 

to address the respective motivator. (c) Besides, missing 
restrictions or generally a lack of clear policies (MB1) as 

well as a lack of awareness for these (MB2) make it 

challenging to control Shadow IT and Business-managed 

IT. Thus, the participants identify policies (GG1) as the 

most important theme for the general governance of 

Shadow IT and Business-managed IT.  
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CONCLUSION AND OUTLOOK  

In this paper, we extend the existing framework 

of causing factors, outcomes, and governance for Shadow 

IT and Business-managed IT (Klotz et al. [51]; Kopper 

and Westner [57]) with practitioner perceptions. In prin-

ciple, we can confirm the existing framework with the 

three categories causes, outcomes, and governance with 

their research themes. The subcategories of causing fac-
tors are also perceived by IT managers to be enablers, 

motivators, and missing barriers. Concerning outcomes, 

benefits, and risks/shortcomings are the major themes, for 

which practitioners put more emphasis on 

risks/shortcomings (see Figure 4). Subcategories of gov-

ernance are general governance for Shadow IT and Busi-

ness-managed IT as well as for instance governance for 

overt Business-managed IT.  

The paper contributes to the existing body of 

research on Shadow IT and Business-managed IT by 

validating and extending the themes in academic research. 

In terms of causing factors, we extend the current research 
themes with E3 Hubris, which describes hubris of the 

BUs as an additional enabler, and M9 Tailored solutions, 

which represent the unwillingness to make functional 

trade-offs for the sake of standardization, as a further 

motivator. Concerning outcomes, we additionally identi-

fied R6 Quality issues as a risk/shortcoming, which refers 

to overall poor system quality and a lack of covering the 

original requirements. In terms of governance themes, we 

found – in contrast to literature – that practitioners put a 

strong focus on improving their own IT organization to 

address the motivators for Shadow IT and Business-
managed IT. We, therefore, introduce more granular 

themes for GG3 IT gap resolution, that is, GG3-1 More 

agility, GG3-2 Better business-IT alignment, and GG3-3 

Systems modernization.  

The contributions for practitioners are twofold: 

First, the framework provides practitioners with a more 

nuanced understanding of the two phenomena Shadow IT 

and Business-managed IT as we detail the origins with 

causing factors, the results as outcomes, and show exist-

ing governance approaches. Second, we provide two 

specific recommendations for practitioners based on the 
insights from our interviews: (a) Practitioners can address 

the motivators for Shadow IT by improving the IT organ-

ization. If a company increases agility, improves busi-

ness-IT alignment, and deploys better systems, the moti-

vation for Shadow IT decreases to fill existing gaps (Beh-

rens and Sedera [7]). (b) Furthermore, practitioners can 

make use of the added agility associated with Business-

managed IT. The findings from our interviews suggest 

that clear policies need to be set up, and co-governance 

models have to be implemented for the effective use of 

Business-managed IT (Klotz et al. [51]). At the same 

time, these measures can mitigate the risks of Shadow IT. 

Some limitations need to be kept in mind for the 

results of our study. We primarily interviewed CIOs and 

IT managers who tend to be more critical of co-

governance models than other stakeholders such as busi-
ness managers or end-users (Andriole [3]; Khalil et al. 

[49]). As our interviews were conducted with IT manag-

ers, mostly from German-speaking countries, that is, the 

DACH area (Germany, Austria, Switzerland), the percep-

tions could be different globally due to regional and cul-

tural differences. Moreover, a comparison of occurrences 

of the key themes across academic literature and practi-

tioner interviews is difficult. Existing research might 

focus on selected factors, and the interviews consistently 

dealt with the whole spectrum of factors (but leaning 

towards governance aspects).  

Moreover, the focus of academic research 
themes is not perfectly aligned with practitioner percep-

tions. For example, innovation as an abstract benefit of 

Shadow IT and Business-managed IT is prominent in 

academia, but practitioners mention more specific bene-

fits such as agility increase. Increased agility is also a 

motivator for the study participants to support Business-

managed IT and to employ co-governance approaches. 

Those are addressed by half of the participants, but they 

are not yet prominently reflected in literature. However, 

researchers, for example, increasingly deal with the ques-

tion of splitting IT task responsibilities between the IT 
organization and the BUs (Zimmermann et al. [111]). 

Therefore, we propose four avenues for future research 

based on our findings. 

First, the additional themes identified through 

the practitioner interviews, which are currently not 

covered in existing literature, could potentially be covered 

by future research: E3 Hubris of users/business managers 

as an enabler for Shadow IT, M9 Tailored solutions 

motivating Shadow IT and Business-managed IT, R6 

Quality issues of Shadow IT or Business-managed IT 

instances, and a more detailed study of GG3 IT gap 

resolution with the three angles GG3-1 More agility, 
GG3-2 Better business-IT alignment, and GG3-3 System 

modernization.  

Second, future studies can investigate the three 

category-spanning themes, which we identified in our 

practitioner interviews, to provide an integrated perspec-

tive across causing factors, outcomes, and governance: (a) 

(Poor) business-IT alignment, (b) (lack of) agility, and (c) 

(lack of) policies. These three category-spanning themes 

are potential starting points for researchers to provide an 

integrated perspective on Shadow IT and Business-

managed IT instances across their whole lifecycle.  
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Third, governance approaches are still under-

researched, even if they gained research attention in re-

cent years (Klotz et al. [51]). General governance 

measures, such as policies, as well as governance 

measures for overt Business-managed IT instances, such 

as co-governance arrangements, are critical themes in 
practitioner perceptions but underrepresented in literature. 

Researchers can, for example, shed light on effective 

policy design for Business-managed IT. Besides, scholars 

could compare different forms of IT co-governance and 

development methodologies that consider tightly integrat-

ed teams consisting of IT and business employees.  

Fourth, the different perceptions of all stakehold-

er groups, including IT managers (which were the focus 

of this study), business managers, IT users, and custom-

ers, should be investigated with integrated studies.  
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